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Correspondence of ETERNUS Multipath Driver 's Version Level and Patch

It is possible to update a version Level of ETERNUS Multipath Driver (hereafter referred to as "Multipath Driver") to a
later one by applying a patch.

Example: When applying the patch T00812-39 to V2.0L27, the function is equal to V2.0L31.

The correspondence of version levels and patches is as follows.

Multipath Driver's Version Level and Patch correspondence table

V2.0L01 none none none none
V2.0L02 none none none none
V2.0L03 none none none none
V2.0L10 none none none none
V2.0L11 none none none none
V2.0L12 none none none none
V2.0L13 none none none none
V2.0L14 none none none none
V2.0L20 none none none none
V2.0L21 none none none none
V2.0L22 T00812-23 none none none
V2.0L23 none none none none
V2.0L24 T00812-27 none none none
V2.0L25 T00812-28 none none none
V2.0L26 T00812-29 none none none
V2.0L27 T00812-30 T00812-30 none none
V2.0L28 T00812-32 T00812-32 none none
V2.0L29 T00812-34 T00812-34 none none
V2.0L30 T00812-35*1 T00812-35 none none
V2.0L31 ditto T00812-39 T00812-39 none
the latest patch T00812-35 T00812-39 T00812-39 T00812-40

*1 The final version. The module of products/patch that is newer than the final version is the same as it.
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Supported Operating System (OS) Versions

The following tables show the version of Linux kernels supported by the Multipath Driver.
If you are going to install Multipath Driver newly, please install Multipath Driver product, don't reboot the system, and
then apply the latest Multipath Driver patch. After that, please reboot the system.

Multipath Driver for Red Hat Enterprise Linux 6

Red Hat Enterprise Linux 6 2.6.32-71.el6 V2.0L21 or later
Red Hat Enterprise Linux 6.1 2.6.32-131.0.15.el6
Red Hat Enterprise Linux 6.2 (for x86) 2.6.32-220.4.1.el6 *3
Red Hat Enterprise Linux 6.2 (for Intel64) 2.6.32-220.el6
Red Hat Enterprise Linux 6.3 2.6.32-279.el6
Red Hat Enterprise Linux 6.4 2.6.32-358.¢l6
V2.0L22 or later
Red Hat Enterprise Linux 6.5 2.6.32-431.el6
Red Hat Enterprise Linux 6.6 2.6.32-504.¢el6
Red Hat Enterprise Linux 6.7 2.6.32-573.el6
Red Hat Enterprise Linux 6.8 2.6.32-642.el6
Red Hat Enterprise Linux 6.9 2.6.32-696.¢l6
V2.0L22 or later +
T00812-35
Red Hat Enterprise Linux 6.10 2.6.32-754.¢l6 or later
or
VV2.0L30 or later

*1 Only x86 or Intel64 platform.
*2 errata kernel is supported.
*3 It is necessary to apply the Advisory ID RHSA-2012:0052-01.

Multipath Driver for Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 7 3.10.0-123.el7 V2.0L26 or later
Red Hat Enterprise Linux 7.1 3.10.0-229.el7 V2.0L27 or later
V2.0L27 + TO0812-31 or later *4
Red Hat Enterprise Linux 7.2 3.10.0-327.el7 or
V2.0L28 or later
V2.0L27 + TO0812-31 or later *4
Red Hat Enterprise Linux 7.3 3.10.0-514.el7 or
V2.0L28 or later
Red Hat Enterprise Linux 7.4 3.10.0-693.el7 V2.0L28 or later
Red Hat Enterprise Linux 7.5 3.10.0-862.el7 V2.0L29 or later
Red Hat Enterprise Linux 7.6 3.10.0-957.el7 V2.0L29 or later
Red Hat Enterprise Linux 7.7 3.10.0-1062.el7 V2.0L29 or later
Red Hat Enterprise Linux 7.8 3.10.0-1127.el7 V2.0L29 or L30 + TO0812-36
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or
V2.0L31 or later

V2.0L29 or L30 + T00812-36
Red Hat Enterprise Linux 7.9 3.10.0-1160.el7 or
V2.0L31 or laterv

*1 Only Intel64 platform.

*2 Please refer to “How to Update Linux Kernel” without fail when you update OS.

*3 errata kernel is supported.

*4 Please install Multipath Driver product V2.0L27, and then apply the patch T00812-31 without fail.
After that, please reboot the system.

Multipath Driver for Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 8.1 4.18.0-147.el8 V2.0L30 or later
V2.0L30 + TO0812-36 or later *4
Red Hat Enterprise Linux 8.2 4.18.0-193.el8 or

V2.0L31 or later

V2.0L30 + T00812-37 or later *4
Red Hat Enterprise Linux 8.3 4.18.0-240.¢el8 or
V2.0L31 or later

V2.0L30 + T0O0812-38 *4
Red Hat Enterprise Linux 8.4 4.18.0-305.el8 *5 or
V2.0L31 or later

V2.0L30 + T00812-39 *4
Red Hat Enterprise Linux 8.6 4.18.0-372.9.1.el8 or
V2.0L31 or later

V2.0L30 + T0O0812-39 *4
Red Hat Enterprise Linux 8.8 4.18.0-477.10.1.el8 or
V2.0L31 or later

*1 Only Intel64 platform.

*2 Please refer to “How to Update Linux Kernel” without fail when you update OS.

*3 errata kernel is supported.

*4 The installation of V2.0L30 fails with dependency error, but ignore the error and apply the patch.
*5 It is necessary to apply the Advisory ID RHBA-2021:2572.

Multipath Driver for Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 9.0 5.14.0-70.13.1.el9 *3 V2.0L31

Red Hat Enterprise Linux 9.2 5.14.0-284.11.1.el9 V2.0L31 + T0O0812-40 *4

*1 Only Intel64 platform.

*2 Please refer to “How to Update Linux Kernel” without fail when you update OS.

*3 RHSA-2022:8973 is not supported.

*4 The installation of V2.0L31 fails with stat/tar error, but ignore the error and apply the patch.
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Restrictions and Resolution schedule

The Multipath Driver has following restrictions on each OS.

Common Restrictions for all OS

When using iSCSI or Dual Port SAS card to connect storage systems, do not use
iompadm change adapter and iompadm restart adapter commands. Use iompadm TBD
change controller and iompadm restart controller commands instead.

Cloning a system with ETERNUS Multipath Driver
installed to another server is not supported.

TBD

Red Hat Enterprise Linux 6

In the iSCSI boot environment, do not run the dracut command with “-hostonly” option
to make an initramfs file.

TBD

Red Hat Enterprise Linux 7

In the iSCSI boot environment, do not run the dracut command with “-hostonly” option TBD
to make an initramfs file.
SCSI T10 DIF/DIX function is not supported TBD
Do not perform the following device scan on scsi_host of multipath driver.

echo "c t I"> /sys/class/scsi_host/hosth/scan
When you use sg3_utils package, do not use rescan-scsi-bus.sh. TBD
If the patch before T00812-32 is applied, the system may panic.
If the patch TO0812-33 or later is applied and rescan-scsi-bus.sh execute, all paths
may be offline.

. . . . . . ETERNUS firmware

When using Red Hat Enterprise Linux 7.9, the iSCSI interface is not supported. V11L50-1000

Red Hat Enterprise Linux 8

In the iISCSI boot environment, do not run the dracut command with “-hostonly” option TBD
to make an initramfs file.
SCSI T10 DIF/DIX function is not supported TBD
Do not perform the following device scan on scsi_host of multipath driver.
echo "c t I"> /sys/class/scsi_host/hosth/scan TBD
When you use sg3_utils package, do not use rescan-scsi-bus.sh.
If rescan-scsi-bus.sh execute, all paths may be offline.
When using Red Hat Enterprise Linux 8.1,Qlogic HBA is not supported.
PANIC occurs when a timeout error occurs due to an OS BUG. errata
https://access.redhat.com/solutions/4669311 (RHSA-2020:2199)
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When using Red Hat Enterprise Linux 8.3 and 8.4, the iSCSI interface is not ETERNUS firmware
supported . V11L50-1000

Red Hat Enterprise Linux 9

In the iISCSI boot environment, do not run the dracut command with “-hostonly” option

to make an initramfs file. TBD
SCSI T10 DIF/DIX function is not supported TBD
Do not perform the following device scan on scsi_host of multipath driver.

echo "c t I"> /sys/class/scsi_host/hosth/scan TBD

When you use sg3_utils package, do not use rescan-scsi-bus.sh.
If rescan-scsi-bus.sh execute, all paths may be offline.

Red Hat Enterprise
Linux 9.2

Multipath driver devices cannot be used for kdump. TBD

Red Hat Enterprise Linux 9.0, SAS is not supported
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Supported Storage Systems

Multipath Driver supports the following storage systems.
The support status needs to be confirmed from the support matrix.

ETERNUS DX60 S5/DX60 S4
ETERNUS DX100 S5/DX100 S4
ETERNUS DX200 S5/DX200 S4
ETERNUS DX500 S5/DX500 S4
ETERNUS DX600 S5/DX600 S4
ETERNUS DX900 S5

ETERNUS AF150 S3

ETERNUS AF250 S3, AF250 S2, AF250
ETERNUS AF650 S3, AF650 S2, AF650
ETERNUS DX60 S2

ETERNUS DX60 S3

ETERNUS DX80 S2/DX90 S2
ETERNUS DX100 S3/DX200 S3
ETERNUS DX400 S2 series

ETERNUS DX500 S3/DX600 S3
ETERNUS DX8000 S2 series
ETERNUS DX8700 S3/ DX8900 S3
ETERNUS DX8900 S4

The version of Multipath Driver which supports the storage system is as below.

ETERNUS DX60 S2, ETERNUS DX80 S2, ETERNUS DX90 S2

ETERNUS DX60 S2
ETERNUS DX80 S2 V2.0L22 or later

ETERNUS DX90 S2

ETERNUS DX60 S3, ETERNUS DX100 S3, ETERNUS DX200 S3,
ETERNUS AF150 S3, ETERNUS AF250 S3, ETERNUS AF250 S2, ETERNUS AF250

ETERNUS DX60 S3
ETERNUS DX100 S3 V2.0L25 or later
ETERNUS DX200 S3
ETERNUS AF150 S3
ETERNUS AF250 S3
ETERNUS AF250 S2
ETERNUS AF250

V2.0L27 or later
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ETERNUS DX60 S5, ETERNUS DX100 S5, ETERNUS DX200 S5
ETERNUS DX60 S4, ETERNUS DX100 S4, ETERNUS DX200 S4

Storage System Version Level
ETERNUS DX60 S5

ETERNUS DX100 S5
ETERNUS DX200 S5
ETERNUS DX60 S4

ETERNUS DX100 S4
ETERNUS DX200 S4

V2.0L26 or later

ETERNUS DX400 S2 series

Storage System Version Level
ETERNUS DX400 S2 series V2.0L22 or later

ETERNUS DX500 S5, ETERNUS DX600 S5, ETERNUS AF650 S3
ETERNUS DX500 S4, ETERNUS DX600 S4, ETERNUS AF650 S2
ETERNUS DX500 S3, ETERNUS DX600 S3, ETERNUS AF650

Storage System

Version Level

ETERNUS DX500 S5
ETERNUS DX600 S5
ETERNUS DX500 S4
ETERNUS DX600 S4

V2.0L26 or later

ETERNUS DX500 S3
ETERNUS DX600 S3

V2.0L25 or later

ETERNUS AF650 S3
ETERNUS AF650 S2
ETERNUS AF650

V2.0L27 or later

ETERNUS DX900 S5

Storage System

Version Level

ETERNUS DX900 S5

V2.0L29 or later

ETERNUS DX8000 S2 series

Storage System

Version Level

ETERNUS DX8000 S2 series \VV2.0L22 or later

ETERNUS DX8700 S3, ETE

RNUS DX8900 S3

Storage System

Version Level

ETERNUS DX8700 S3
ETERNUS DX8900 S3

V2.0L27 or later

ETERNUS DX8900 S4

Storage System

Version Level

ETERNUS DX8900 S4

V2.0L29 or later
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Connection Requirements

The tables below shows related products supported by Multipath Driver. For combination of servers and FC cards,
please contact us.

Hardware Requirements

ETERNUS Multipath Driver V2 (for Linux) Installation Information

Please use the same cards of product ID to configure a multipath access. If using the different cards of product ID, a

multipath access cannot be configured. For example, the combination of a PG-FC202 and a PG-FC202 is good, but

the combination of a PG-FC201 and a PG-FC202 is not good.

FC card

PRIMERGY

PG-FC106 $26361-F2843-E1 / $26361-F2843-E201
PG-FCD101 V2.0L02 or later
PoFoD10n | S26361-F3023-L1

S$26361-F3141-E1
PG-FC107
POFC201 $26361-F3141-L10 V2.0L03 or later

S26361-F3141-L210

PG-FC202(L)

S26361-F3306-L1
S26361-F3306-L201

V2.0L11 or later

PG-FCD201 | 526361-F3306-E601 / 526361-F3306-L601
E&Eggg;gtg $26361-F3961-L1

S26361-F3961-L2
PY-FCD02

PG-FC203(L)
PG-FC204(L)
PG-FCD202

S$26361-F3961-L201
S$26361-F3961-L202
S26361-F3874-L1

V2.0L13 or later

PY-FC211(L)
PY-FC212(L)
PG-FC205(L)
PG-FC206(L)

S26361-F3631-L1
S26361-F3631-L2

V2.0L21 or later *1

PY-FC221(L)
PY-FC222(L) | S26361-F4994-E1
PY-FCD12 S26361-FA994-E2
PYBFC221(L) | S26361-FA994-E402 / S26361-F4994-L402 | V2.0L22 o later
PYBFC222(L) | S26361-F4994-L501
PYBFCD121 | S26361-F4994-L502
PYBFCD122
S26361-F5313-E1
S$26361-F5313-E2
PY-FC311(L) | S26361-F5313-E201 )
PY—FC312((L)) $26361-F5313-E202 V2.0L22 or later "2
S$26361-F5313-L501
S$26361-F5313-L502
S26361-F5580-E1
PY-FC321(L) | S26361-F5580-E2
PYBFC321(L) | S26361-F5580-E201 ,
PY-FC322(L) | S26361-F5580-E202 V2.0L22 or later *2
PYBFC322(L) | S26361-F5580-L501
$26361-F5580-L502
S$26361-F5596-E1
PY-FC331 S26261-F5596-E2
PYBFC331(L) | S26361-F5596-E201
PY-FC332 $26261-F5596-E202 V2.0L25 or later
PYBFC332(L) | S26361-F5596-L501

S526261-F5596-L502
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Server

HBAs

Version Level

S26361-F4043-E1
PY-FC341 S26261-F4043-E2
PYBFC341(L) | S26361-F4043-E201
PY-FC342 S26261-F4043-E202
PYBFC342(L) | S26361-F4043-L501
S26261-F4043-L502

V2.0L25 or later

S26361-F4044-E1
PY-FC351 S26261-F4044-E2
PYBFC351(L) | S26361-F4044-E201
PY-FC352 S26261-F4044-E202
PYBFC352(L) | S26361-F4044-L501
S$26261-F4044-L502

V2.0L25 or later

PRIMEQUEST
3000 series

MC-0JFCF1(L)/ MC-0JFCF2(L)

MC-0JFCG1(L) MC-0JFCG2(L)
MC-0JFCM1(L)/ MC-0JFCM2(L)
MC-0JFCN1(L)/ MC-0JFCN2(L)
MC-0JFCP1(L) MC-0JFCP2(L)

MC-0JFCQ1(L) MC-0JFCQ2(L)
MC-0JFCK1(L) MC-0JFCK2(L)

MC-0JFCL1(L)

V2.0L26 or later

PRIMEQUEST
2000 series

MC-0JFC31 / MCX0JFC31 / MC-0JFC3L
MC-0JFC41 / MCX0JFC41 / MC-0JFCA4L
MC-0JFC91 / MCX0JFC91 / MC-0JFC9OL
MC-0JFCA1 / MCX0JFCA1 / MC-0JFCAL

MC-0JFC71 / MCX0JFC71 / MC-0JFC7L
MC-0JFC72 / MCX0JFC72
MC-0JFC81 / MCX0JFC81 / MC-0JFC8L
MC-0JFC82 / MCX0JFC82

V2.0L22 or later

MC-0JFC51 / MCX0JFC51 / MC-0JFC5L
MC-0JFC61 / MCX0JFC61 / MC-0JFC6L

V2.0L26 or later *1

MC-0JFCB1/MCX0JFCB1 / MC-0JFCBL
MC-0JFCC1 / MCX0JFCC1 / MC-0JFCCL

V2.0L26 or later *2

PRIMEQUEST
1000 series

MC-0JFC11 / MC-0JFC1L
MC-0JFC21 / MC-0JFC2L

V2.0L14 or later

PRIMEQUEST
500A/500/400 series

MC-08FC11 / MC-08FC71

V2.0LO01 or later

MC-08FC31 / MC-08FC41
MC-08FC51 / MC-08FC61

V2.0L03 or later

MC-08FC81 / MC-08FC91

V2.0L13 or later

3rd party PC servers

Emulex FC cards
QLogic FC cards

V2.0L02 or later

Brocade FC cards

V2.0L20 or later

*1 When using on Red Hat Enterprise Linux 6 (Update 1 or Update 2), please apply the patch T00812-31.

*2 When using on Red Hat Enterprise Linux 6 (Update 4 or later), Red Hat Enterprise Linux 7,

SUSE Linux Enterprise Server 11 and SUSE Linux Enterprise Server 12, please apply the patch T00812-31.

SAS card

Server HBAs Version Level
PY-SC1YO(L)
PG-228B(L) S$26361-F3271-L1 V2.0L13 or later
PY-SC2Z0

PRIMERGY PG-22DC(L) | ©26361-F3628-L501
PY-SCD08 V2.0L22 or later *1
PG-SAD201 S26361-F4480-L1
PY-SC3FE S26361-F3845-L501

3rd party PC servers

LSI Logic 3Gb/s SAS cards

V2.0L13 or later

LSI Logic 6Gb/s SAS cards

VV2.0L22 or later *1

*1 The earlier Multipath Driver doesn't support it even if applying the latest patch.

Copyright 2004-2023 FUJITSU LIMITED
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ETERNUS Multipath Driver V2 (for Linux) Installation Information

iSCSI

PRIMERGY
PRIMEQUEST 3000 series
PRIMEQUEST 2000 series
PRIMEQUEST 1000 series

NIC which PRIMERGY supports

3rd party PC servers

Intel Pro/1000MT etc.

V2.0L20 or later *1

*1 The earlier Multipath Driver doesn't support it even if applying the latest patch.

FCoE
Eé-_czzglzzg(lz_()u $26361-F3592-1L.2
gy S26361-F3592-1202
PY-CNDO2 S26361-F3592-1532
PYBCNDO21 S26361-F3592-E532 V2.0L20 or later
PY-CN302 S26361-F5250-E1
PRIMERGY PYBCN302(L) | S26361-F5250-E201
PY-CN302U S26361-F5250-L501
PYBCN302U S26361-F5302-E211 / S26361-F5302-L211
S26361-F5539-E1
Ei‘BCC';",\??&('(—E) S$26361-F5539-E201 V2.0L20 or later
S26361-F5539-L501
PRIMEQUEST MC-0JCEL1
3000 series MC-0JCEL2 V2.0L26 or later
PRIMEQUEST MC-0JCE61 / MC-0JCE62 V2.0L26 or later
2000 series
3rd party PC servers Emulex CNA cards V2.0L20 or later

Copyright 2004-2023 FUJITSU LIMITED
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ETERNUS Multipath Driver V2 (for Linux) Installation Information

Topoloii

FC FC-AL V2.0L01 or later
Fabric

SAS Point-to-Point V2.0L13 or later
Fabric *1 V2.0L22 or later

iscs| Point-to-Point V2.0L.20 or later
Switch

FCoE Switch V2.0L20 or later

*1: Only ETERNUS DX80 S2, DX90 S2, DX100 S3 or DX200 S3.

Virtualization Switch

VS900 model 300

V2.0L13 or later

* When using VS900 model 300, please set the Max Throttle to 16.

Software Requirements

Clusterincly Software

PRIMECLUSTER V2.0LO01 or later
V2.0L12 or later

LifeKeeper for Linux v6 or later

Virtualization Environments

Hyper-V N/A Not Supported
VMware Not Supported Not Supported
Linux Citrix Xen Not Supported Not Supported
Linux Native Xen Not Supported Not Supported
Linux KVM Supported *1 Not Supported

*1 Only Red Hat Enterprise Linux 6 and Red Hat Enterprise Linux 7, Red Hat Enterprise Linux 8.

UEFI Secure Boot

PRIMERGY N/A Not Supported
EE:MESSE§¥ gggg g:::gz BB15071 or later V2.0L27 or later *1
PRIMEQUEST 1000 Series N/A Not Supported
3rd party PC servers N/A Not Supported

*1 Multipath Driver supports the UEFI Secure Boot on Red Hat Enterprise Linux 7.1 or later.
Red Hat Enterprise Linux 8 is not supported.

14
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Adapter Port Number and Connection Points

The iompadm command with “info” option shows attached disks information with adapter port number as the following

example. The adapter port number means a connection point and is uniquely defined on each storage system. The
figures below show the adapter port number of supported storage systems.

Example:
# /opt/FJSVmpd/bin/iompadm info
IOMP: vhbaO
Element:
DISK: ETERNUS_DXM- 000001-0000-0180 (sdf)
PATH:
sdf 0000:02:03.0 active "online" 11, 61, 42
sdf 0000:02:09.0 active "online" 10, 60, 40

Group No.  Exchange Unit No.  Adapter Port No.
Note:
An adapter port number is different from a port number. Please refer to the User’s Guide of a storage system to check

a port number. The relation between the port number and the physical position of the port depends on a storage
system.

15
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ETERNUS Multipath Driver V2 (for Linux) Installation Information

CMO [10] (10) CM1 [11] (11)

PSUO PSU1

[1: Group No. () : Exchange Unit No. - : Adapter Port No. - : When using 2 port CM

CMO [10] (10) CM1 [11] (11)

PSUO PSU1

[1: Group No. () : Exchange Unit No. B Adapter Port No. [ : When using 2 port CM

CMO [10] (10) CM1 [11] (11)

PSUO PSU1

[1: Group No. () : Exchange Unit No. [ E Adapter Port No. . - When using 2 port CM

When CA of FC is installed in the basic host interface

CM0 [10] (10) CM1 [11] (11)

CA1 CAD CA CAD

1
[20] [z1] | [oe] [o1] [22] [23] | [o2] ozl

PSU0 PSU1

[1: Group No. () Exchange unit Mo. - - adapter Port No. - -When using 2port-CA

When CA other than FC are installed in the basic host interface

CMO [10] {10) M1 [11] (1)

CAD CA1 CAD CAA1

PSUD PSU1

[1: Group Mo, {): Exchange unit Na. -: adapter Port No. - “When using 2port-CA

16
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ETERNUS Multipath Driver V2 (for Linux) Installation Information

CMO [10] (10) CM1 [11] (11)

CAD CAA1 CAD CA1

PSU0 PSU1

[1: Group Mo, (): Exchange unit No. - - adapter Port No. - - When using 2port-CA

CMO [10] (10) CM1 [11] (11)
CAO CA1 CAO0 CA1

[oo] [ot] 0] [44] | [20] [21] [50] [54] [o2] [oa] [42] [43] | [22] [22] [32] [=2]

PSUO PSU1

[1: Group No. (): Exchange unit No. |:|: adapter Port No. -: When using 4port-CA

CAZ (51) CA3 (71)

CAQ (41) CAT1 (51)

CA2 (60) CA3 (70)

CADQ (40) CA1 (50)

[]: Group Mo. {): Exchange unit Mo. -: adapter Port Mo. - - When using 4port-CA

17
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ETERNUS Multipath Driver V2 (for Linux) Installation Information

cA2 (61) [[00427][To04 ] ["0052 [To053 |

CA3 (71) [T0062"] [T6063 |[ 0072 |[0072 |

cAo (41) [To002 ] [Tooa] o012 ][00z ]

cat (s1) [[o022T] [To02sT] [Tova2 ] (o033 ]

a2 (60) [Toaao] L] v I e ]

CA3 (70) [T0060 | [76061 |["0070 | [0071 |

CA0 (40) [T9000 ] [T6001 |["0010 | ["@011 |

CA1 (50) [T0620 ] [T6021 |["0030 | [0031 ]

CA2 (63) [T0046 | [T0047 |[ 0086 |[ o057 |

CA3 (73) [To686 | [T6067 || 0076 | 0077 |

CA0 (43) [T0006 ] (6007 |["0016 |["0017 |

ca1 (63) [[o0267] [Fo02] [To0s ] (o037 ]

CA2 (62) [[0044 ] [T0045 | (o054 |[ 0055 |

CA3 (72) [T0064 ] [T6065 || 0074 |[0075 |

CA0 (42) [T0004 "] [T6005 |["0014 | ["0015 |

CA1 (52) [T006247][T6025 |[ 0034 |[0035 |

[]: Group Mo, {): Exchange unit No. - - adapter Port Mo. - - When using 4port-CA

|m1{51} 2 [ R .l
ENENE]
E EE B
|m{m} [oo] [o1] [ig] .l

O : Adapter Part Mo,

1 [11]

CMO [10]

[1: Group Mo, () : Exchange unit Mo, O : When using 4port-CA
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ETERNUS Multipath Driver V2 (for Linux) Installation Information

ETERNUS DX8400, ETERNUS DX8700 front view

CM4 [14] EM5 [15] CM& [18] CM7 [17)

CARD CART CAR2 CARD || CARD CART CAR2 CARD || CARD CART CARZ CARS || CARD CART CARZ CARS
{44) (54) (64) (74) || {45) (55) (6S) (75) || (46) (56) (66) (76} || (47) (57} {67} (77)

ENZENZNEENEENEENENEE

SENENENENIENENEE IS S

ENENENZENENENE SN EE | E

EIERHENZIHNENENENZ NI E ] ] S EE ) ]
€MO [10] CM1 [11] eM2 [12] CM3 [13]

CARD CAR1 CARE CARD || Cagd CAR CARE CARD (| CARD CART CARE CARD || CARD CART CAKRE CARD
(40) (50) (6O} (7O) | (41) (51) (61) (71) (| (42) (52) (62) (72) || (43) (53) (B3) (73)

=== EEE=EEEEEE
o |z | | | e | e e e e e
o | | | | e | | o o e e
of|@[@@EI === EIEIEIE

EEEE]
EEEE

[1: Group Me. () :Exchange unit Mo, [ : Adapter Port Mo. [ - When using 4port-CA

ETERNUS DX8100 S2 rear view

| sca | [ Bupo || sco | [ Bupi |
0 o) EEEE| e EEEE
PSUD | | PSUL = [ Bupo || sco | [ Bupi |
0 0[] (IE| oo [ EI
[]: Group Mo. () Exchange unit No. - adapter Port Mo. - When using 4port-CA
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ETERNUS Multipath Driver V2 (for Linux) Installation Information

ETERNUS DX8700 S2 front view

| BBU2 | | BBU3 |
| BBUD | | BBU1 |
CMO[10] CM1[11] CM2[12] CM3[13] CM4[14] CM5[15] CME[16] CM7[17]
BUD BUD BUD BUD BUD BUD BUD BUD
1 1 1 1 1 1 1 1
BUD BUD BUD BUD BUD BUD BUD BUD
a 1} 0 (1} 1} 1} 0 (1}
CAZ || CA3 CAZ || CAZ CAZ || CAZ CAZ || CA3 CAZ || CAZ CAZ || CAZ CAZ || CAZ CAZ || CA3
(&) || (7o) (1) || (71} (82} || (72) (&3] || (73) [E4) || (74) [65) || (75} (B&) || (76) (67} | (77)
[5]
[e7]
[50] [54]
== 0] 5]
CAD || CAal CAD (| CAl CAD (| CAl CAD || CAl CAD ([ CAL CAD (| CAl CAD (| CAl CAD || CAal
[40]) | (50} 21} || (51) 42} || (52) [43] || (53) (24} || [54) (45) || (55) (48} || (56) (47) | (57)
[22] [oc]
[2=]|||{ [=7]
[32] zE]
[11] [EE]]

[]: Group Ma.

(}: Exchange unit No.

- adapter Port Mo.

:When using 4port-CA

Copyright 2004-2023 FUJITSU LIMITED
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ETERNUS Multipath Driver V2 (for Linux) Installation Information

ca2 (61) [To042 ] [Fo043 ][ o052 (0053 |

CA3 (71) [T0662"] 76063 || 6072 ][ o072 |

cAo (41) [To0027] [Foo0z ][ "oo72 ] [T0013 |

oA (6 [oaza ] Lauaa | [ovse I Louaa |

CA2 (60) [T0040 |["0047 ][ 0050 |[00s1 |

CA3 (70) [T0080 ] [T6061 || 6070 |[ 6071 |

CA0 (40) [T0600 ] [T6001|["6010 | [o011 ]

CA1 (50) [T96207] 76021 || 0030 |[ 70031 ]

CA2 (63) [[0046 | [T0047 |["0056 |[ o057 |

CA3 (73) (0086 | [T0067 |["o076 |["o077 |

CA0 (43) [T0006 | [T6007 |["o016 |["0017 |

CA1(53) [To026 |[T6027 ] ["0036 | [6037 |

CA2 (62) ["0044 |[ 0045 |[ 004 |[ ooss |

CA3 (72) [T0064 | [T6065 || 0074 |[ 0075 |

CA0 (42) [T0004 7] ["0005 ] o014 ] ["0015 |

CA1 (52) [T0024 "] [Fo025 ] ["0034 0035 |

CA2 (65) [T004A | [T0048 | ["005A |["005B |

CA3 (75) [T006A | [T6068 | ["007A |[0076 |

CAQ (45) [T000A "] [T6008 | ["001A | ["001B |

CA1(55) [oo2a [ 0028 [ ovan |[ 0038 |

CA2 (64) 0048 |[ o04e |[ 00ss |[ ooss |

CA3 (74) [To068 | [T6069 | ["0078 |[ 6079 |

CAQ (44) [To008 "] [T6009 | ["0018_|["@01a |

CA1 (54) [T0028 7] [(6029 | ["0038 |[ 0039 |

CA2 (67) [ 004E |[ 004F || o0sE | oosF |

CA3 (77) [ToasE | [To06F | ["o07E |[To07F |

cAo (47) [To00ET] [Fo00F ] ["o0tE 1 ["o0iF |

cat (67) [Co0aeT] [Fo02eT] [To0se ][ To03e ]

CA2 (66) [To0ac|[T604D ] [To0sc | [[o0sD |

CA3 (76) [T806€ ] [[608D | ["007¢C |[ 007D |

CAQ (46) [T800€ ] [T600D | ["001C |[ 001D |

CA1 (56) [T9062€7] [[602D | ["003¢C |[ 003D |

[]: Group Mao. () Exchange unit Mo. -:adapter Port Ma. -:When using dport-CA
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cAz (1) [FG062] 190631 (0002 [0 ]

cA3 (o) [[00E21] [00Ea] [0z [wFa ]

CA0 (e1) (L0082 08 [092 1 L0083 ]

cat (91) [TovAz ] [T00437] [To082 | (0083 |

cA2 (»0) [Tooco] [Fooci] [oobo | [To051 |

cA3 (B0) [CooE0 ] [To0€d ] [“ooFo ] [[ooF1 ]

CAo0 (80) [T0080 ] ["ooet ] ["0090 |["ooei |

CA1 (s0) [T0040 ] [FooAi ] o080 ][00 |

CA2 (A3) [[00C6 |[T00C7 |["00D6 |[ 0007 |

CA3 (B3) [[00E6 |[T80E7 | ["ooFs |[TooF7 |

CA0 (83) [T0086 | [T0087 |[ 0096 |[o0a7 |

CA1(9%) [00as [ ooa7 |[ ooss |[ 0087 |

CA2 (A2) ["ooca |[ oocs || oop4 |[ oos |

CA3 (B2) [To0E4T|[T00E5"] [TooF4 | [(o0F5 ]

CA0 (82) [0084 (6085 |["0694 |["6095]

CA1(92) [[00A47][T60A5 | 0084 |["GoB5 |

CA2 (A5) [[00CA|[T00¢B |["00DA | 8008 |

CA3 (B5) [ 00EA |[ 00EB |[ 00FA |[ 00FB |

CcAo (85) [T008A "] [T0088 |["009A | 0098 |

cA1(%5) [ooaa [ 00a8 |[ oosa |[ 0088 |

CA2 (a4) ["ooce |[ oocs || oops |[ oope |

CA3 (B4) [To0E8"|[T00E8 ™| ["ooFe | [TooFa ]

CAO (84) [T0088 | [T0089 |["0098 |["o09a ]

CA1(94) [T00A8|[T00A8"|["ooBe |["Gosa ]

cA2 () [F606E] [00GE] [0 [0 |

ca3 (o) [[G0eE ] [00eF ] [ooFe ] [owee ]

cAo (e7) [To08E ] [TooeF ] [009€ [ "oosF ]

a1 (o7 (e e [oee | Lo |

CA2 (A6) ["oocc | [ 0ocD |[ 0onc |[ 000D |

CA3 (B6) [[00EC|[T00ED | ["00FC | [00FD |

CA0 (86) ["008C ][ 008D |[ ooac |[ 009D |

CA1(96) [T00ACT] [T60AD |["00BC | 008D |

[]: Group No. () Exchange unit No. [T - adapter Port No. ] When using 4port-CA
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CcA2 (E1) [[09427] (07437 (o152 | [[0153"]

CA3 (F1) (01627 0163 [ (0172 | [0173 |

cAo (C1) [[oq02][[e0a7] (o192 | [[o113 ]

cat 01) [Toi22T][To1237] [0132 | [01a3 |

cA2 €0) [0140 [ 0141 [[ 0150 |[ 0151 |

CA3 (Fo) [T0160 | [T0161 | ["0770 |[[0171 ]

CAO (o) [T000 "] T80 (o110 ] (11|

CA1(D0) [T0%207] [T6921] (6430|6131 |

CcA2 (E3) [ (0146 |[ 0147 |[ 0156 |[ 0157 |

CA3 (F3) [[0166 ] [[o67 10176 |[0377 |

cAo (C3) [[a106 |[T8107 | [o116 |[[0117 |

cat (03) [To426 ] (o127 ][ 0136 | (0137 |

CA2 (E2) [To744] 67457 o154 | (0785 |

CA3 (F2) [[o164 |[T0165 [ 0174 0175 |

CcAo (C2) [[a104 ] [To1057] (o114 |[[0115 ]

CA1(D2) [[0424"|[(6125 | [o7a4 | [0135 |

CcA2 (E5) [[014A |["014B |[ 015A |[ 0158 |

CA3 (F5) [[016A | [T0168 |["017A | [0178 |

cAo (c5) [[010A|[[8087] ["019A | [[6115 ]

ca1 (05) [[o12aT][[o1287] [0134 ] 0138 |

cA2 E4) [0148 |[ 0149 |[ 0158 |[ 0159 |

CA3 (F4) [[0168 | [T0169 |["077a |[[0179 |

CAO (C4) [To7087] (0108 (o118 "] (0119 |

CcA1(Dd4) [T079287] 709297 (0138 | [0139 ]

ca2 €7) [FowE] L] [owe | [0 |

CA3 (F7) [[018E | [T016F |["017E | [017F |

cao (c7) [CotoeT] [FoforT] [CoiE ] [To11F ]

a1 () [Tz e o] e |

cA2 (£6) [ otac |[ 014p |[ o15c |[ 018D |

cA3 (F6) [Co16¢ ] [Fo16D ][ "o17¢ | [0170 |

cAo (c6) [[a106|[T8100 ] ["o1ic | [[011D ]

CA1 (D6) [[012€7]|[76120 | [073c | [013D |

[]: Group No. () Exchange unit No. [T - adapter Port No. ] When using 4port-CA
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Assigned-/Non-assigned CM Type Storage Systems

For ETERNUS storage systems, there are two system types: “Assigned-CM” and “Non-assigned-CM.” With
Assigned-CM storage systems, the main access path for each LU is assigned to a particular controller. With Non-
assigned-CM storage systems, there are no assigned LU access paths as such.

With “Assigned-CM” type storage systems, the path connected to the assigned controller is active. Paths to other
controllers are on standby. With “Non-assigned-CM” type storage systems, all paths are active and used for access.

The table below shows the “Assigned-CM” and “Non-assigned-CM” storage systems.

Load balancing/Failover performance can differ depending on “Assigned-CM” and “Non-assigned-CM” use and the
number of paths employed. For details, refer to the supplied product manual.

ETERNUS DX60 S5, DX60 S4, DX60 S3
ETERNUS DX100 S5, DX100 S4, DX100 S3
ETERNUS DX200 S5, DX200 S4, DX200 S3
ETERNUS DX500 S5, DX500 S4, DX500 S3
ETERNUS DX600 S5, DX600 S4, DX600 S3
ETERNUS DX60 S2,

ETERNUS DX80 S2

ETERNUS DX90 S2

ETERNUS DX400 S2 series

ETERNUS AF150 S3

ETERNUS AF250 S3, AF250 S2, AF250
ETERNUS AF650 S3, AF650 S2, AF650

ETERNUS DX900 S5
ETERNUS DX8900 S4
ETERNUS DX8000 S3 series
ETERNUS DX8000 S2 seies

Assigned CM type

Non-assigned CM type

24
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Change Unit of Storage Systems

The iompadm change/restart command has a “change unit” parameter. The change unit represents a module of a

storage system as follows.

Storage System

cu/controllerunit

g/groupmodule

ETERNUS DX60 S5, DX60 S4, DX60 S3
ETERNUS DX100 S5, DX100 S4, DX100 S3
ETERNUS DX200 S5, DX200 S4, DX200 S3
ETERNUS DX60 S2

ETERNUS DX80 S2

ETERNUS DX90 S2

ETERNUS AF150 S3

ETERNUS AF250 S3, AF250 S2, AF250

CM

ETERNUS DX500 S5, DX500 S4, DX500 S3
ETERNUS DX600 S5, DX600 S4, DX600 S3
ETERNUS DX900 S5

ETERNUS DX8700 S3/DX8900 S3
ETERNUS DX400 S2 series

ETERNUS DX8000 S2 series

ETERNUS DX8900 S4

ETERNUS AF650 S3, AF650 S2, AF650

CA

CM

When a CA of ETERNUS DX500 S4 is exchanged, the change unit must be cu or controllerunit. When a CM of

ETERNUS DX100 S4 is exchanged, the change unit must be g or groupmodule.

Copyright 2004-2023 FUJITSU LIMITED
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Linux Kernel and Multipath Driver Update

Multipath Driver Update

Never use ‘-U’ option of the rpm command. Please check a software information or a patch installation manual.

How to Update Linux Kernel

Apply the latest patch of Multipath Driver Update the Linux kernel. If the update fails, refer to the next section.
1. In the case of Red Hat Enterprise Linux 7, Red Hat Enterprise Linux 8

If a kernel is updated, make sure to execute the following command before rebooting the OS.
# lopt/FJSVmpd/system/mpdchkdup

If the following message is displayed, the Multipath Driver cannot operate with the updated kernel.
Change the configuration to a single path, or update the Multipath Driver.

I ERROR I!!
In ETERNUS Multipath Driver, this kernel is not supported.

26
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When using Retpoline Kernel

1) About the patch for Retpoline
Please apply the following patch when you use Retpoline Kernel before V2.0L29.

T00812-35 or later

[Retpoline Kernel]

< Red Hat Enterprise Linux 7>
Red Hat Enterprise Linux 7.2 AUS errata (RHBA-2018:0390) Kernel-3.10.0-327.64.1.el7 or later
Red Hat Enterprise Linux 7.3 EUS/AUS errata (RHSA-2018:0399) Kernel-3.10.0-514.44.1.el7 or later
Red Hat Enterprise Linux 7.4 errata (RHSA-2018:0395) Kernel-3.10.0-693.21.1.el7 or later

< Red Hat Enterprise Linux 6>
Red Hat Enterprise Linux 6.4 AUS errata (RHBA-2018:0509) Kernel-2.6.32-358.87.1.el6 or later
Red Hat Enterprise Linux 6.5 AUS errata (RHBA-2018:0394) Kernel-2.6.32-431.87.1.el6 or later
Red Hat Enterprise Linux 6.6 AUS errata (RHBA-2018:0507) Kernel-2.6.32-504.66.1.el6 or later
Red Hat Enterprise Linux 6.7 EUS/AUS errata (RHSA-2018:0496) Kernel-2.6.32-573.53.1.el6 or later
Red Hat Enterprise Linux 6.9 errata (RHSA-2018:0512) Kernel-2.6.32-696.23.1.el6 or later

When not applying patch, the following warning message is output to the system log (/var/log/messages etc.)
when the server booted.

WARNING: module 'mpdt' built without retpoline-enabled compiler,may affect Spectre v2 mitigation
2) Patch application procedure

- When using Retpoline Kernel
After the patch is applied, the Retpoline driver is installed. The warning message is not output.

- When using non-Retpoline Kernel (*2)
After the patch is applied, the Retpoline driver is not installed. Therefore, when errata of [Retpoline Kernel] is
applied after the patch is applied, the warning message is output.
Please install the driver according to the following procedures. As a result, the warning message is not output.

[Install the Retpoline driver]

1. Install the Retpoline driver.
# /opt/FJSVmpd/system/mpdchkrp
Preparing... AR AR AR AR A [100%)
1:kmod-FJSVmpd_rh AR AR AR AR [100%)

Please reboot this system.

2. Reboot the server.
# reboot

*2 Kernel that errata of [Retpoline Kernel] is not applied.

3) Notes
Please replace the driver according to the following procedures when switching from Retpoline Kernel to non-
Retpoline Kernel.
1. The default boot is set to target Kernel(non-Retpoline Kernel) by using boot loader.

2. Install the non-Retpoline driver.
# lopt/FJSVmpd/system/mpdchkrp chgpkg
Preparing... AR R R [100%)]
1:kmod-FJSVmpd_rh HHEHHH AR A [100%)
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Please reboot this system.

3. Reboot the server.
# reboot

[Note]
When you change Kernel from non-Retpoline Kernel to Retpoline kernel again,
Please execute the procedure described in “2) [Install the Retpoline driver]”.

Storage Cluster of ETERNUS DX series

Please set it according to the following procedures when ETERNUS DX series is connected with the server by the
iSCSI interface, and the Storage Cluster function is used.
1. Please edit the mpd.conf file of /var/opt/FJSVmpd/ directory.
Please add "mpdh-nocon-retry=120" to the part of "# Global define".

Example:
# Global define
mpdh-set-order=0;
mpdh-rsv-key=5004c9cb;
dev_loss_tmo=2147483;
fast_io_fail_tmo=1;
mpdh-nocon-retry=120;

2. Please execute the following commands.
# /opt/FJSVmpd/bin/mpdconfig -g

Procedure for releasing setting
1. Please edit the mpd.conf file of /var/opt/FJSVmpd/ directory.
Please delete "mpdh-nocon-retry=120" added to "# Global define".

2. Please execute the following commands.
# lopt/FJSVmpd/bin/mpdconfig -g

When the Storage failover/failback of Storage Cluster is done while recognizing the multipath of the server start etc. ,
the multipath might not be recognized.
In this case, please recognize the multipath again by the following commands.

# /opt/FJSVmpd/bin/mpdconfig -a

FC Switch

When using Multipath Driver with FC switches, zoning settings must be defined. For the details of setting zones,
please refer to the manual of FC switches.

When connecting to both the storage system that is supported by Multipath Driver and the storage system that is not
supported by Multipath Driver, use different HBA(or port) in both storage systems.
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Emulex OneCommand Manager

When using Emulex OneCommand Manager on Red Hat Enterprise Linux 7.1, please run the following command to
load sg driver.
# modprobe sg

iSCSI

When iSCSI interface is used to connect storage systems, please set the iSCSI timer using the iscsiadm command.
Please refer to the guide of the storage system for details concerning the use of iSCSI initiator.

When executing the "iompadm info" command, the pci_bus_number of iSCSI path displayed "platform" .
Notes when Multipath is Composed

Please connect the HBA in the server and the disk array device as there is a redundancy.

For instance, please use CM0 and CM1 of ETEURNUS DX400 series to configure multipaths.

Moreover, it is necessary to consider even number/odd number of CM for the disk array device with three CMs or
more such as ETEURNUS DX8000 series.

Contact a Fujitsu engineer for details.

LU Configuration

The LU number has to be allocated from 0 in ascending order, and the LU configuration of each port that configure a
multipath has to be equal. Please refer to the manual of ETERNUS storage system for the details of how to set LUN
Mapping, Affinity Group or Zone and how to check a logical volume number.

Storage/LU/Path Addition without Server Rebooting

When executing the "iompadm info" command just behind the addition, the path_status may be displayed as follows.
fail "empty status”
In that case, please execute the "iompadm info" command after it waits for a moment.

Multiple LUN Mappings Configuration

In the case of Multipath Driver V2.0L10 or later, a server can recognize multiple LUN Mappings, Affinity Group or
Zones set in a storage system as follows.

Linux Server .
LUN Mapping 1

The logical volume (LUN_V) #0 is mapped on
HEAT HEAD HBAS HBA4 LU#0, and the logical volume (LUN_V) #1 is
mapped on LU#1.

LUN Mapping 2
The logical volume (LUN_V) #2 is mapped on
LU#0, and the logical volume (LUN_V) #3 is

Part 1 Paort 2 Port 3 Port 4 mapped on LU#1.
e —— e ——
LL#0: LUIN_ W30 LII#0: LM 2
LL#1: LMW LI LM v
LI happing 1 LM Mapping 2
Disk; Array
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Notes in Linux KVM environment

It is necessary to do the following procedures in guest OS.
- Guest OS is Red Hat Enterprise Linux 6, and
- LU of the storage system is allocated on a virtual disk as IDE Disk for guest OS.

1. Please arrange "50- ide.rules" in/etc/udev/rules.d/directory.
Please set the following to "50- ide.rules".

ACTION=="add", SUBSYSTEM=="scsi" , SYSFS{type}=="0", RUN+="/bin/sh -c 'echo 40 >
/sys$SDEVPATH/timeout™

2. Please reboot guest OS.
udev Configuration

Please use by-id names of udev function.
When the Multipath Driver is installed, the by-path names as the device names of the disks in the storage system

cannot be used. To install the Multipath Driver into the system where the by-path names are used as the device
names of the disks in the storage system, change the by-path names in all setting files to the by-id names.

1. Correspondence between the by-id names and the usual /dev/sda type names

The by-id names are symbolic link to /dev/sdX name. So you can confirm relation between the by-id name and
/dev/sdX name by executing the ‘Is —I /dev/disk/by-id’ command.

Example: Check the by-id name of /dev/sdb

# Is -l /dev/disk/by-id/

total O

Irwxrwxrwx 1 rootroot 9 Dec 2 2006 scsi-3600e000000cb00000000000100000000 -> ../../sdb
Irwxrwxrwx 1 rootroot 9Dec 2 2006 scsi-3600e000000cb00000000000100010000 -> ../../sdc

The result shows that the by-id name of /dev/sdb is /dev/disk/by-id/scsi-3600e000000cb00000000000100000000.

2. Notice

When you use by-id names as device names of disks in a storage system, change all storage system related settings
of OS and applications from /dev/sdX type names to by-id names.

It isn’t necessary to use the recognition order setting (fixed-recognition-order initial RAM disk), if by-id names are
specified as the device names for all configuration file such as /etc/fstab.

Installer rescue mode

The ETERNUS multipath driver does not work when booted in installer rescue mode. As a result, the LUN may be
visible for several paths or the partition may not be visible.

Therefore, if you want to access ETERNUS LUNSs in installer resume mode, configure them in a single-path
configuration and boot them in installer resume mode.
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About This Installation Information

This Installation Information is devoted to providing technical information and an overview of the basic facilities of
Multipath Driver. The contents of this document may be modified without any prior notice.
Please contact FUJITSU LIMITED if you find any error in descriptions.

FUJITSU LIMITED is not responsible for indemnity that might be caused by the contents in this documentation or any
damage related to contents in this documentation.

FUJITSU LIMITED
https://www.fujitsu.com/global/products/computing/storage/
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