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Microsoft Azure Grundsatze

Vertrauen + Flexibilitat + Demokratisierung



Service Trust Framework

Best Practises

Risiko Katalog Technische &

organisatorische
MaBnahmen

https://servicetrust.microsoft.com
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90+ Complianceangebote
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Sicherheit

$1 Milliarde+ jahrliches Investment

Uber 3500 Security Experten Sichere Basis




Open Source on Azure

© Microso ft Corporation
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Hybrid by Design
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54 Azure Regionen
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Infrastructure for all workloads

On-demand Purpose-built Linux, Open Source, and Red Hat Best Choice for Microsoft workloads

a
28 +50% P
E' of Azure VMs are Cost savings
running Linux
Compute |
[
o

P-4 G Easy migrations
A ANetAer” v 1.4x o

growth of Linux ’
Networking
C=RANY First-party support
E @ Co-located support ®
with Red Hat on- o
Storage vimware redhat  site team N

Modernize apps beyond
infrastructure




Geos and Regions

Geography

Regional Pair

Region

100's of miles
Datacenters Datacenters

Region 2
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Availability Zone

AZs support VMs, Managed Disks, VIPs,
VMSS and LB

AZ resources work with existing, regional

. . 10s of Km
resources for low customer friction

France Central



Azure inter-DC dark fiber backbone
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Connecting your sites to Azure

31 party
Subnet =dge
ubne :
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ExpressRoute

v/ Unified connectivity to Microsoft Cloud Services
/ Predictable performance
v/ Enterprise-grade resiliency and with SLA for availability

v/ Large and growing ExpressRoute partner ecosystem
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Microsoft Peering for Office 365, Dynamics 365, Azure
public services (public IPs)

Azure Private Peering for Virtual Networks

Microsoft
Edge

B® Microsoft Azure



Shared responsibility model

Customer management

Shared management

Provider management

Responsibility

Data classification
and accountability

Client & end-point
protection

|dentity & access
management

Application
level controls

Network controls

Host Infrastructure

Physical Security

laaS PaaS SaaS
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https://aka.ms/sharedresponsibility

. Your organization . Microsoft


https://aka.ms/sharedresponsibility

The Cloud Operating Model
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Service Description

Service Catalogue

Service Mapping

Service Level
Management

Change
Management

Specifying Cloud

-

~

Service Request

Subscription / License
Management

Procurement

-
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Predictable Operations
and Knowledge
Management

Service Monitoring

o

Release
Management

Planning Cloud

Service and Vendor
Review

o

"/

Roles &
Responsibilities

Moving to Cloud
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Service Desk

Incident Management

Major Incident
Management

k Problem Management /

Reporting and Service
Improvement

Running Cloud




Azure Governance Architecture

rlll\
~ Management Groups

- Subscriptions :
ECRUD
\. ResourceGroups  _/ . I Query

1. Environment Factory:
Deploy and update cloud <
environments in a '
repeatable manner using
composable artifacts

. o

Azure Resource Manager

A A A A
2. Policy-based Control: Real-time v v 7 \%

enforcement, compliance assessment and
remediation at scale

3. Resource Visibility: Query, explore &
analyze cloud resources at scale



Modernizing a Fortune 500 application portfolio
(Microsoft IT, >3500 Applications)

Retire it, right-size,
eliminate environments

Use or convert to a SaaS

(first or third-party) solution From To
E Office servers Source control and WIT Office 365 VSTS
. o Portals and SPS Data warehouses SharePoint Online ADL + Power BI
Expose functionality in Any CRM Industry verticals CRM Online Best third-party SaaS

existing SaaS/PaaS solution

Convert to Azure
PaaS solution

First to move

Basic web apps
Advanced portals

Any new solutions
Re-architected solutions

Hard or costly
to move

PKI systems
Legacy source control

Next to move

High I/O OLTP

Regulatory and
high business impact

Optimize for and
move to Azure laaS

No change, lift
and shift to laaS

Journey to Azure
Remain on-premises




Datacenter Migration Approach

1.0 Initiation 2.0 Assessment 3.0 Migration 4.0 Optimization
Kick Off
. - ) Managed
Onboarding & PMO Setup Service Line 1: Rehost & Retire Services in
Azure
SL 2: Optimize & Light Refactor >
Scan & Digital Estate Assessment
SL 3: Modernization, Refactor and Rebuild >
Application Discovery & OCor‘\tipuo.us
Migration Plannin ) . ptimization
9 9 SL 4: Innovation > of workloads
(PaaS & Saas)

Datacenter Architecture Setup

Onbpardmg & POI’th!IO Assessment & Migration Governancg & . Portfolio Partner & Azure Funding
Training Content Reporting . Contractual Obligations Feedback
Process & Tooling Comms ISV Strategy Process
& Process Infrastructure Infrastructure process

PMO




Infrastructure as Code

Senior DevOps

Pull Request Approve/Reject

On‘

Git (Desired State) Commit Azure DevOps

‘ Pull Request

Local Repository Dev/Change/Diff Current State

Deploy

‘ Clone

Get Latest ‘

Local Environment
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