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Preface

Fujitsu offers data-at-rest encryption for the ETERNUS AB/HB series through the full disk encryption feature. This
report provides detailed information about the SANtricity full disk encryption feature for the ETERNUS AB/HB
series systems, including support for FIPS 140-2 validated drives, and both internal and external key manage-
ment support.

Copyright 2022 Fujitsu Limited

Second Edition
December 2022

Trademarks

Third-party trademark information related to this product is available at:
https://www.fujitsu.com/global/products/computing/storage/eternus/trademarks.html

Trademark symbols such as ™ and ® are omitted in this document.

About This Manual

Intended Audience

This manual is intended for system administrators who configure and manage operations of the ETERNUS AB/HB,
or field engineers who perform maintenance. Refer to this manual as required.

Related Information and Documents

The latest information for the ETERNUS AB/HB is available at:
https://www.fujitsu.com/global/support/products/computing/storage/manuals-list.html
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Preface

Document Conventions

B Notice Symbols

The following notice symbols are used in this manual:

Indicates information that you need to observe when using the ETERNUS AB/HB. Make

(Caution sure to read the information.

Indicates information and suggestions that supplement the descriptions included in this

Note manual.
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1. Solution Overview

A company's data is likely its most valuable asset. With data security attacks on the rise, protecting an organiza-
tion's data against loss or theft is increasingly important. SANtricity full disk encryption technology provides com-
prehensive security for data at rest without sacrificing system performance or ease of use and supports both
internal and external key management. The drive security capabilities described here are available on the ETER-
NUS AB2100/AB3100/AB5100/AB6100 and the ETERNUS HB2000/HB5100/HB5200.

SANtricity Full Disk Encryption Use Cases

SANTricity full disk encryption primarily protects your data if a physical security breach occurs.

This feature addresses the threat for a storage array in transit by adding another level of protection to prevent
unauthorized access to data by someone in possession of the entire storage array. This is achieved by adding sup-
port for a centralized key management implementation by using a third-party external key management solu-
tion. However, if the data center itself is compromised, the data is not protected from unauthorized access.

SANtricity full disk encryption addresses two main use cases:

* Prevents unauthorized access to data without the proper security credentials either by using the same storage
array where the entire system is compromised, by using a different storage array where the secure drive is
compromised, or through stand-alone tools.

* Enables you to upgrade controllers or legitimately move a set of drives from one array to another while main-
taining data security.

With the information in this report, Fujitsu Support and partners can verify that the ETERNUS AB/HB solution
meets your security requirements. These requirements might vary according to the market, which includes the
following sectors:

e Public Sector in U.S. and Japan
e Financial

* Healthcare

* Retail

The ETERNUS AB3100/AB6100 supports NVMe self-encrypting/FIPS drives. These drives use the TCG Opal standard
instead of the TCG Enterprise standard that is used on the SAS self-encrypting/FIPS drives. Although the drives use
a different standard, the SANtricity OS support is implemented so that the difference in standards is not visible
when it comes to security features.
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1. Solution Overview
SANtricity Drive Security

SANTtricity Drive Security

The ETERNUS AB/HB series provides at-rest data encryption through self-encrypting drives. These drives encrypt
data on write operations and decrypt data on read operations regardless of whether the full disk encryption fea-
ture is enabled. If the SANtricity feature is not enabled, the data is encrypted at rest on the media, but automati-
cally decrypted on a read request.

When the drive security feature is enabled on the storage array, the drives protect the data at rest by locking the
drive from read or write operations unless the storage array provides the correct security or authentication key.
This process prevents another array from accessing the data without first importing the appropriate security key
file to unlock the drives. It also prevents any third-party tool from accessing the data by reading individual drives.

In addition to the internal key management just described, SANtricity 11.60 and later also provides further
enhancements to the drive security feature. These additional enhancements enable you to manage the full disk
encryption security key through a centralized external key management system, such as Fujitsu Security Key Life-
cycle Manager version 4.1 or higher and IBM Storage ETERNUS SF KM 4.1, that complies with the Key Manage-
ment Interoperability Protocol (KMIP) standard. The primary requirement is compliance with KMIP 1.0.

The encryption and decryption operations performed by the hardware in the drive are invisible to the user and do
not affect the performance or user workflow. Each drive has its own unique encryption key that cannot be trans-
ferred, copied, or read from the drive. The encryption key is a 256-bit key as specified in the National Institute of
Standards and Technology (NIST) AES. The entire drive, not just a portion, is encrypted.

You can enable security at any time by selecting the "Secure Drives" option in the [Volume Group] or [Disk Pool]
menus. You can make this selection at either volume group or pool creation or afterward. If you choose to secure
the drives, it does not affect existing data on the drives.

Caution

The option cannot be disabled without erasing all the data on the affected volume group or pool.
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1.

Solution Overview
SANtricity Drive Security

Figure 1 shows the technical components of the ETERNUS AB/HB full disk encryption feature with an internally
managed security key.

Figure 1 ETERNUS AB/HB full disk encryption with an internally managed security key
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Figure 2 shows the technical components of the ETERNUS AB/HB full disk encryption feature with an externally
managed security key.

Figure 2 ETERNUS AB/HB full disk encryption with an externally managed security key
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2.

Security Key Authentication

When the ETERNUS AB/HB series full disk encryption feature is enabled, you must create a security key for the
storage array. There is only one security key per storage array, and it is used to secure all volume groups or pools
that are defined as secure-enabled. This security key is used to unlock the secure-enabled drives for read and
write operations.

There is no partial use of full disk encryption security within a volume group or pool. To use the security feature,
all drives in the volume group or pool must be secure-capable. All volumes configured from the secure-enabled
volume group or pool are secured.

The ETERNUS AB/HB series manages the security key using either internal or external key management. For the
internal key management, the security key is maintained on the array. For the external key management, the
security key is maintained on the external KMIP server. For either method, you must also back up the security
key. The backup key is wrapped using a user-supplied passphrase and encrypted using AES-128. You can specify
where the backup file is stored. The backup file contains two copies of the encrypted security key. You can vali-
date the backup security key through the SANtricity System Manager software or the CLI. This validation process
verifies that the backup key can be unwrapped and matches the security key stored on the array or on the KMIP
server. During the validation process, you must provide the same user-supplied passphrase used to create the
backup security key file.

In addition to the security key, a security key identifier is created and changed any time the security key is
changed. The purpose of the security key identifier is to identify the security key for a specific storage array to the
user without the user knowing the actual security key. The identifier is a string containing up to 255 bytes and is
either set to a user-defined value (for internal key management) or automatically generated (for external key
management) by the controller. Unlike the security key, the security key identifier is designed to be read by
humans. The security key identifier is stored on the controller and on all drives associated with that security key
and is backed up together with the security key.

When importing drives to another ETERNUS AB/HB series, the new storage array does not allow read or write
operations to the drives until the associated security key is imported. During the import of the security key, the
new storage array compares the security key ID of the imported key with the security key ID on the imported
drives. If both storage arrays use a centralized external key management system (such as the same KMIP server),
there is no need for a manual import of the security key. The new storage array automatically obtains the key
from the KMIP server to unlock the imported drives. After the imported drives are unlocked, they are rekeyed to
the security key of the new storage array.

The array security key can be changed at any time without affecting the underlying user data. To protect against
disruptions during the rekeying operation using internal key management, the old key is not deleted from the
array until the new key is generated and applied to all secured drives. When using an external key management
system, the keys (old and new) are always managed by the KMIP server and not stored persistently on the stor-
age array.
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3.

External KMIP Server Authentication

The external key management system provides an increased layer of security by detaching the security key from
the storage array on which the data resides. However, this added layer of security comes with the additional cost
of procuring the crypto management hardware and/or software. There are also additional steps to configure both

the storage array and the KMIP server with the appropriate sets of certificates so that requests can be authenti-
cated and honored by the KMIP server.

To configure the storage array and KMIP server to authenticate requests, complete the following steps:

Procedure » » »

1

Open a Certificate Signing Request (CSR) from the CLI or SANtricity System Manager and enter
the appropriate Secure Sockets Layer (SSL) Distinguished Name (DN), business name, and

location information.

Complete & Download Client Certificate Signing Request X

Complete and download a client certificate signing request (CSR) to abtain proper client
authenticaton 10 access the key management Sener

Organization @

Organlzational unit joptional) g
Cliry/Locality

State/Aeglon (optional) ()

Kansas

Country IS0 code @

e

Caution

To successfully create certificate signing requests (CSR), the common name on the CSR must match one of
the usernames created on the key management server.

The OpenSSL library on the ETERNUS AB/HB series generates a private key and a public key. A (SR is cre-

ated by using the generated public key and the user-provided DN.
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3.

External KMIP Server Authentication
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Submit the CSR to the certificate authority (CA) by copying the content of the . csr file (see
figure above) and pasting it in the CA's utility to generate a CA signed client certificate (see fig-
ure below).
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A signed client certificate file is generated.
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3. External KMIP Server Authentication

3 Install the signed client certificate file and the key management server's server certificate.

Import Key Management Certificates X

Select the Key Management certificates from your computer

How do | know what centlficates need o be uploaded to System Manager?
Select client cenificate

Filename Size

signed crt < 0.01 MiB x

Select key management servers server cerificate

Filename Size

kmsproxy Servercr < 0.01 MiB x

e

If there is no signed KMIP server's server certificate available, complete the following steps:

a Request the KMIP server to create a CSR and generate a signed server certificate file.
b Download and install the signed server certificate file from the KMIP server on the ETERNUS AB/HB
series.

4 After all the certificates have been installed, enable the external key management through
which the ETERNUS AB/HB series will request a new security key for the secure-enabled drives.

4 <44«
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4,

FIPS 140-2 Level 2 Compliance

With third-party certification becoming a fundamental business requirement for government and commercial
customers, the full disk encryption feature offers a higher level of assurance with drives that have been validated
against the FIPS 140-2 standard developed by the National Institute of Standards and Technology (NIST). FIPS
140-2 validated drives are level 2 compliant, which provides an added layer of security assurance by using tam-
per-resistant drives and other approved protocols. The process for creating and authenticating the security key
does not change with FIPS 140-2 drives. Secure-capable drives are now identified as either FIPS 140-2 Level 2 or
full disk encryption (FDE). There is no difference in the cryptographic modules used, but the drives designated as
FDE have not been validated by the NIST. To fully support FIPS 140-2 Level 2, an external key management server
with FIPS 140-2 validated cryptographic modules is required. This enables ETERNUS AB/HB series (such as ETER-
NUS AB2100/AB3100/AB5100/AB6100 and ETERNUS HB2000/HB5100/HB5200) running SANtricity OS 11.60 or
later to provide secure external key management of FIPS 140-2 validated secure drives.

Operating in FIPS 140-2 Level 2 Compliant Mode

When a FIPS 140-2 validated drive is installed on an ETERNUS AB/HB series, an initialization process is performed
in accordance with the specific drive model's FIPS 140-2 security policy. After the initialization process, the SANt-
ricity Ul identifies the FIPS drives as FIPS compliant. If the storage array is upgraded to the latest version for the
hardware, and the volume group or pool is composed solely of FIPS 140-2 validated drives, the drives are initial-
ized to place them into FIPS 140-2 compliant mode.
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5.

Secure Drive Operations

Standard volume groups (RAID) or pools are a grouped set of drives that must adhere to certain quality-of-service
(QoS) rules, such as encryption capability. A nonsecure-capable volume group or disk pool can consist of a mix of
secure-capable and nonsecure-capable drives, but a secure-capable volume group or disk pool must consist only
of secure-capable drives. After enabling the security on a secure-capable volume group or pool, that group of
drives are secure-enabled. Any volumes created on that secure-enabled volume group or disk pool are secured.
An ETERNUS AB/HB series can consist of a mix of secure-enabled, secure-capable, and nonsecure-capable volume
groups or pools at the same time.

To move secure-enabled volume groups with the data intact between arrays, complete the following steps:

(1) Export the volume group from the source array.
(2) Import the volume group into the destination array.

(3) For internal key management or if the security key does not reside on the KMIP server for the destination
array, apply a copy of the backed-up security key to unlock the imported drives.

If both storage arrays use a centralized external key management system (such as the same KMIP server), there
is no need for a manual import of the backup security key. The new storage array automatically obtains the secu-
rity key from the KMIP server to unlock the imported drives.

Caution

The ETERNUS AB/HB series does not support movement of drives associated to a pool between storage arrays.

The storage array enforces configuration rules regarding the use of secure and FIPS drives, including how they can
be used with the various features. For example, drives can be securely erased by reprovisioning them. This func-
tion triggers a rekeying of the individual drive's encryption keys, rendering all previous data unreadable. See the
following sections for additional information regarding the rules associated to each topic.
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5. Secure Drive Operations

Volume Group and Disk Pool Configuration

Volume Group and Disk Pool Configuration

Avolume group or pool can consist of any mixture of nonsecure-capable and secure-capable drives on which both
full disk encryption and FIPS 140-2 compliant drives are considered secure-capable. If you want to secure the vol-
ume group or disk pool, all the drives in that volume group or disk pool must be secure-capable (either full disk
encryption or FIPS 140-2 compliant drives). If you require FIPS 140-2 compliant volume groups or pools, all the
constituent drives must be FIPS 140-2 compliant. If global hot spares are used, they must be at least as secure as
the volume group. Table 1 provides the configuration rules.

Table 1 Volume group and disk pool configuration rules

Drive Type FIPS Secure-Enabled Full Disk Encryption Full Disk Encryption Nonsecure-Capable
or FIPS Secure-Capa- | Secure-Enabled Vol- Secure-Capable Vol- | Volume Group or Disk

ble Volume Group or ume Group or Disk ume Group or Disk Pool

Disk Pool Pool Pool

FIPS Yes (*1) Yes (*2) Yes Yes

Full disk encryption No Yes Yes Yes

Nonsecure-capable No No Yes (*3) Yes

*1:

A volume group or disk pool can be FIPS enabled or FIPS capable only if all drives are FIPS-compliant.

*2: Ifanindividual FIPS drive is used in a full disk encryption secure-enabled volume group or disk pool, it is placed into the
FIPS-compliant mode, but the volume group or pool is not considered FIPS compliant.

*3:  Ifa volume group or pool consists of a mix of secure-capable and nonsecure-capable drives, security cannot be enabled
until the nonsecure-capable drives are replaced with secure-capable drives.

16
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5. Secure Drive Operations

Global Hot Spare Compatibility

Global Hot Spare Compatibility

Table 2 provides the requirements associated with using global hot spare drives with standard RAID configura-

tions.

Caution

* If a volume group with all secure-capable drives is created, the spare or replacement drive must also be
secure-capable, even when the volume group is not secure-enabled.

* Pools do not use hot spare drives, but the rules provided in Table 2 still apply to a replacement for a failed

drive.

Table 2

Global hot spare compatibility rules

Drive Type FIPS Secure-Enabled Full Disk Encryption Full Disk Encryption Nonsecure-Capable
or FIPS Secure-Capa- Secure-Enabled Vol- Secure-Capable Vol- Volume Group
ble Volume Group ume Group ume Group
FIPS Yes Yes (*1) Yes (*1) Yes (*1)
Full disk encryption No Yes Yes Yes (*2)
Nonsecure-capable No No Yes (*3) Yes

*1:

A FIPS 140-2 compliant drive is only used if there are no other options.

*2:  Ifboth secure-capable and non-secure-capable drives are available, the non-secure-capable drives are chosen.

*3:  If both secure-capable and non-secure-capable drives are available, the secure-capable drives are chosen. If a nonse-
cure-capable drive is used, the volume group may not be secured until it is replaced with a secure-capable drive. This
restores the volume group to a homogeneous secure-capable state.
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5.

Secure Drive Operations
Secure Erase and Disk Sanitization

Secure Erase and Disk Sanitization

As mentioned, a secure erase (reprovisioning) of the drives can be performed on both secure and FIPS compliant
drives. Starting with SANtricity OS 11.70.1, the sanitization options are also available on drives that are not
secure-capable. In SANtricity System Manager, you can find all the erasure options by selecting Hardware and
Drives. These options give you the capability to securely reuse, re-purpose, or dispose of drives.

To perform an erase operation, the drives must not be part of a configured volume group or pool. In SANtricity
System Manager, you can find the volume groups and pools deletion option by selecting Storage and Pools & Vol-
ume Groups.

The erasure of a secure-capable drive triggers a rekeying of the individual drive's encryption key and renders all
previous data unreadable. For SAS drives, both secure and FIPS drives are reprovisioned using the same process,
with one exception: if the drive security key is not available for the FIPS drive, the physical secure ID (PSID) is
required to execute a CLI command to perform the secure erase for the associated FIPS drives. The PSID is a
human readable string on the label of the drive, and you must enter it manually through the SANtricity manage-
ment software or the SANtricity CLI.

The ETERNUS AB3100/AB6100 base controller enclosures use NVMe drives. For both secure and FIPS NVMe drives,
any reprovisioning of the drive requires the PSID input if the drive security key is not available. You can complete
this operation through either the CLI command or the SANtricity System Manager GUI.

After a drive has been erased, it must be initialized before you can use it again in the array. To accomplish this, in
SANTtricity System Manager, select Initialize from the drive's context menu.

Figure 3 Drive reset/provisioning procedure on the SANtricity System Manager GUI
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5. Secure Drive Operations
Secure Erase and Disk Sanitization

Figure 4  [Reset Locked Drive] dialog box on the SANtricity System Manager GUI
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6. Feature Interaction

This section describe the rules associated with drive security as it relates to the listed features.

Volume Copy

There are no restrictions on the volume copy feature. You can select any combination of security capabilities for
the source and target of the copy operation. However, SANtricity System Manager generates a warning if you
copy from a higher security volume to a lower security volume.

Snapshot Images

The reserved Snapshot copy repository must be as secure as the volume from which the Snapshot copy is being
created.

Synchronous Mirroring

There are no restrictions on the synchronous mirroring feature. You can select any combination of security capa-
bilities for the primary and secondary volumes. Fujitsu recommends that you select matching security capabilities
as a best practice.

Caution
Synchronous mirroring is not supported on the ETERNUS AB3100/AB6100.
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6. Feature Interaction
Asynchronous Mirroring

Asynchronous Mirroring

The mirror repository must be as secure as the volume being mirrored. The QoS limitations on the primary and

secondary volumes are outlined in Table 3.

Table3  Asynchronous mirroring configuration rules

Primary Mirror Security State

Secondary Mirror Security State

Nonsecure-capable

Nonsecure-capable (*1)

Full disk encryption secure-capable (*4)

Full disk encryption or FIPS secure-capable (*2) or full disk encryption
or FIPS secure-enabled

Full disk encryption secure-enabled

Full disk encryption or FIPS secure-enabled

FIPS secure-capable (*4)

Full disk encryption or FIPS secure-capable or full disk encryption or
FIPS secure-enabled

FIPS secure-enabled

Full disk encryption or FIPS secure-enabled (*3)

*1:

The secondary volume cannot be secure-capable because a role reversal results in an incompatible configuration that is

not correctable (the new secondary volume cannot be made secure).

*2: Arole reversal results in an incompatible configuration. You can correct this by enabling security on the new secondary
volume. The system generates an alert to this condition.

*3:  Arole reversal results in a primary volume with a lower security level (full disk encryption secure-enabled) than the sec-
ondary volume (FIPS secure-enabled). This does not require any action by the user and the system does not generate an
alert to the condition. The best practice is to create both the primary and secondary volumes from FIPS secure-capable

drives.

*4:  Enabling security on the primary results in an incompatible configuration. You can correct this by enabling security on
the secondary volume. The system generates an alert for this condition.

Caution

Asynchronous mirroring is not supported on the ETERNUS AB3100/AB6100.
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6. Feature Interaction
SSD Read Cache

SSD Read Cache

SSD read cache can only be secure-enabled at the time of creation. The underlying HDD volume can be secure-
enabled at any time, but only if the SSD read cache is already enabled. Table 4 provides the configuration rules.

Table 4 SSD read cache configuration rules

SSD Read Cache Nonsecure-Capa- | Full Disk Encryp- | Full Disk Encryp- FIPS Secure- FIPS Secure-
ble HDD Volume tion Secure- tion Secure- Capable HDD Enabled HDD
Capable HDD Enabled HDD Volume Volume
Volume Volume
Nonsecure-capa- Yes No No No No
ble SSD cache
Full disk encryp- Yes Yes No Yes (*1) No
tion secure-capable
SSD cache
Full disk encryp- Yes Yes Yes Yes Yes (*2)
tion secure-
enabled SSD cache
FIPS secure-capa- Yes Yes No Yes No
ble SSD cache
FIPS secure- Yes Yes Yes Yes Yes
enabled SSD cache
*1:  The system generates a message that the SSD read cache has a lower potential security than the HDD volume.

*2:  The system generates a message that the SSD read cache has a lower enabled security than the HDD volume.

Caution
The SSD cache is not supported on the ETERNUS AB3100/AB6100.
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1.

Frequently Asked Questions

Following are commonly asked questions regarding the rules and functionality of the SANtricity drive security fea-
ture.

How does the storage array authenticate with the external key management server?

Answer:

When enabling the external key management feature, the administrator must install a set of certificates on the
array. These certificates are used to establish a secure connection between the array and the key management
server. The SANtricity System Manager provides an interface to walk the administrator through the process of
generating a Certificate Signing Request (CSR) and installing the signed client certificate and KMIP server Secure
Sockets Layer (SSL) certificate. You can perform this process through the CLI.

When is the backup security key file and passphrase needed?

Answer:

The backup security key file is created and securely wrapped using a user-supplied passphrase. The backup secu-
rity key file is created each time a new lock key is created. The backup security key file and passphrase are needed
in the following scenarios to unlock the locked drives:

* The storage array power cycles and cannot access the KMIP server for the key.
* A volume group import where the drives are secured.
e A dual controller replacement where all drives in the storage array are secured.

Is IPv6 addressing supported for communication between the storage array and the KMIP
server?

Answer:
Yes, if it is supported by the external key management server.

Can I mix secured and unsecured drives in a single storage array?

Answer:

Yes. A single storage array can consist of a mixture of secured and unsecured volume groups or pools. As men-
tioned previously, if a volume group or pool has a mix of secure-capable and nonsecure-capable drives, security
cannot be enabled for the volume group or pool.

Can | have both secured and unsecured volumes in a single volume group or Dynamic Disk
pool?

Answer:
No. The entire volume group or pool must be either secured or unsecured.

Which types of drives support encryption?

Answer:
Currently shipping HDDs and SSDs support encryption on selected capacities and models. These are also
described as FIPS or FDE.

Which types of drives are FIPS compliant?

Answer:
Currently shipping HDDs and SSDs are FIPS compliant on selected capacities and models.
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7.

Frequently Asked Questions

B What level of encryption is used by this solution?

Answer:
The drives use AES-256 encryption. The backed-up security key that is returned in a key file during key creation,
rekeying, or a backup request, is wrapped using AES-128 encryption.

Can | enable or disable security on the drives at any time?

Answer:

You can enable security at any time with data in place. The only exception is the SSD read cache feature. You can
only enable security on the SSD read cache at the creation time of the cache. You can disable security on a drive
through reprovisioning. Reprovisioning requires that the drive be no longer configured for user data. The drive
reprovision process is a secure erase operation because the encryption key on the drive is changed and is irrevers-
ible.

Is the full disk encryption feature FIPS 140-2 validated?

Answer:

Yes, when drives in use are described as FIPS 140-2. All drives with FIPS 140-2 Level 2 certification undergo rigor-
ous testing and validation prescribed by the NIST standards. The cryptographic modules in the drive (hardware
and software) are validated by the NIST in conjunction with the drive manufacturers. In the ETERNUS AB/HB series
storage systems, we follow the NIST guideline to properly authenticate and take ownership of an already certified
FIPS drive. This process is different from authentication and ownership of a standard secure drive.

Are controller replacements allowed while full disk encryption is in use?

Answer:

Yes. The security key and other configuration parameters are automatically synchronized after a single-controller
replacement in a dual-controller system. In a simplex controller system or a dual controller replacement in a
dual-controller system, you must provide the backed-up security key from the original controller. If a backup of
the security key is not available, the data on the drives are not accessible.
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