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Preface

The SANtricity Snapshot feature enables administrators to capture a full point-in-time copy of one or more active
volumes on an FUJITSU Storage ETERNUS AB/HB series storage system. The feature includes the option to take
incremental snapshots of changed blocks on those volumes based on a schedule set by the administrator. This
technical report provides a full description of the feature, including GUI navigation instructions using SANtricity
System Manager.

Copyright 2020 FUJITSU LIMITED

First Edition
November 2020

Trademarks

Third-party trademark information related to this product is available at:
https://www.fujitsu.com/global/products/computing/storage/eternus/trademarks.html

Trademark symbols such as ™ and ® are omitted in this document.

About This Manual

Intended Audience

This manual is intended for system administrators who configure and manage operations of the ETERNUS AB/HB,
or field engineers who perform maintenance. Refer to this manual as required.

Related Information and Documents

The latest information for the ETERNUS AX/HX is available at:
https://www.fujitsu.com/global/support/products/computing/storage/manuals-list.html
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Document Conventions

B Notice Symbols

The following notice symbols are used in this manual:

Indicates information that you need to observe when using the ETERNUS AX/HX. Make

(Caution sure to read the information.

Indicates information and suggestions that supplement the descriptions included in this

Note manual.
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1. Introduction

This document describes the SANtricity Snapshot feature available in the ETERNUS AB/HB series storage systems
and provides guidance on deployment options. The Snapshot feature enables the administrator to create a point-
in-time image of a volume, schedule periodic Snapshot images, create Snapshot images of a group of volumes at
once, and roll back to an earlier point in time if a problem occurs. Snapshot images can be used for a wide range
of purposes; the following are a few examples.

* Data protection - protect against accidental or malicious loss or corruption of data, such as inadvertent dele-
tion, hardware failures, viruses, or sabotage.

* Testing a new version of a database before going live.
e Zero downtime backups.

The Snapshot feature uses a copy-on-write algorithm, which enables a point-in-time image to be available nearly
immediately. When new writes occur to a volume that has a point-in-time image, the old data is copied from the
volume to reserved capacity, and then the new data is written to the volume. The point-in-time Snapshot image
is then a combination of data on the volume and data in reserved capacity. The copy-on-write is really a copy on
first write; in other words, the old data is written to reserved capacity only the first-time new data is written to a
given range of blocks on the volume. Subsequent writes to the range of blocks do not require a copy-on-write
operation, thus minimizing performance impact of the Snapshot feature.

Intended Use

This information is for Fujitsu customers and partners. You should have a basic knowledge of storage fundamen-
tals, including the ETERNUS AB/HB series storage systems, and a general knowledge of data protection in data
storage.

Overview of SANtricity Snapshot Concepts

This section provides a brief description of several terms and concepts that you should be familiar with to effec-
tively use the SANtricity Snapshot feature.

* Base Volume
The base volume is the starting point for Snapshot images. Point-in-time images are created from a base vol-
ume either manually or on a schedule. A rollback to a specific point-in-time image returns a base volume to its
state at the time the image was created. A base volume can be a standard volume residing on either a volume
group or a disk pool, or a thin volume residing on a disk pool.

Snapshot Image

A Snapshot image is a logical point-in-time image of the content of a base volume. The image is maintained
while the base volume continues to change as a result of write commands from the host. Immediately after
creation of a Snapshot image, its logical content is identical to the physical content of the base volume. Using
the copy-on-write mechanism, the first time a range of blocks on the base volume is changed, the original
data in the range is written to reserved capacity so that the point-in-time image is preserved. Snapshot
images are not accessible for read or write operations by the host. Snapshot volumes are required for host
access.
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1.

Introduction
Overview of SANtricity Snapshot Concepts

Snapshot Group

A Snapshot group is a sequence of Snapshot images of a single base volume. There is a strict ordering of Snap-
shot images based on their creation times. Snapshot images in a Snapshot group can be created manually, by
schedule, or both. When a Snapshot group contains multiple Snapshot images, there is at most one copy-on-
write operation for any write to the base volume. This approach allows many Snapshot images to be created
for a base volume with minimal performance impact due to the copy-on-write algorithm. There can be more
than one Snapshot group for a given base volume, but a Snapshot group is associated with only one base vol-
ume. Deleting Snapshot images in a Snapshot group must go in order, starting with the oldest.

Snapshot Group Reserved Capacity (Repository)

Each Snapshot group has a reserved capacity, or repository, to hold metadata and data blocks from copy-on-
write operations. This capability is known as Reserved Capacity in SANtricity System Manager (the manage-
ment interface for current products), and Repository in CLI and the REST API. At the time of the Snapshot group
creation, the administrator must also create the reserved capacity for the Snapshot group. At the creation,
reserved capacity is a single volume with the capacity specified. An administrator can reserve capacity inter-
nally by adding another volume that is concatenated to the existing reserved capacity.

Snapshot Scheduling

The Snapshot feature can be set to take scheduled Snapshot images on a single base volume or a consistency
group. Schedules can be daily, weekly, monthly, or yearly; and the administrator can specify times of day, time
between Snapshot images, and start and end dates. After a schedule is set, Snapshot images are created
within the appropriate Snapshot groups. The administrator can also modify or delete Snapshot schedules.

Snapshot Volumes

The administrator can create a volume from a Snapshot image or set of volumes from consistency group Snap-
shot images. A Snapshot volume can be read-only or read/write and can be assigned to a host for I/0 access.
Writable Snapshot volumes have an associated expandable reserved capacity (repository) to store updated
blocks from host write operations. A Snapshot volume cannot be a base volume for a Snapshot group.

Consistency Groups

A consistency group is a collection of base volumes, known as member volumes, that have a mutual consis-
tency requirement for their Snapshot images. Consistency groups enable creation of simultaneous Snapshot
images of all member volumes so that the content of multiple images represents a single point in time. This
feature is useful for applications that span multiple volumes, such as a database with logs and database on
different volumes. Each member volume has a Snapshot group and associated reserved capacity that is dedi-
cated to the consistency group.

Rollback

A base volume can be "rolled back" to a point-in-time image. A rollback operation causes the content of the
base volume to revert to the selected Snapshot image. When a rollback is started, the base volume as it was at
the time of the Snapshot image is immediately available for host 1/0. The process of physically copying from
the reserved capacity blocks that changed between the Snapshot image and the rollback request proceed in
the background. The administrator can choose any Snapshot image in the Snapshot group for the rollback
point. The rollback operation preserves all Snapshot images within the Snapshot group.
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2. Limits and Restrictions

This section serves as a reference for Snapshot limits, requirements, and restrictions for the SANtricity Snapshot
feature.

Storage System Limits

Table 1 lists maximum numbers of Snapshot objects allowed in each ETERNUS AB/HB series model.

Table 1 Maximum number of Snapshot objects by ETERNUS AB/HB series model
Parameter HB1100/HB1200/ AB6100
HB2000/AB2100 (*1) HB5200/AB5100 (*1)
Snapshot images per storage system (includes images purged by 512 2,048
auto-delete and pending due to asynchronous mirroring)
Snapshot groups per storage system 256 1,024
Snapshot groups per base volume 4 4
Snapshot images per Snapshot group 32 32
Member volumes per consistency group 32 64
Consistency groups per storage system 16 32
Snapshot volumes per storage system 256 1,024
Snapshot volumes per Snapshot image 4 4
Rollbacks per storage system in progress at once 8 8
Concatenated volumes in any given reserved capacity (repository) 16 16

*1:  The maximum value.

10
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2. Limits and Restrictions
Snapshot Functional Requirements and Restrictions

Snapshot Functional Requirements and Restrictions

Table 2 lists requirements for use of the Snapshot feature, as well as the restrictions on interactions with other
features.

Table 2 Requirements and restrictions

Attribute Requirements and Restrictions
Reservgd capacitY ¢ |f the base volume is on a volume group, the reserved capacity can be on a volume
(repository) location group or disk pool.
¢ |f the base volume is on a disk pool, the reserved capacity must be on the same disk
pool.

Reserved capacity security | The following list shows base volume security attributes on the left, and allowable
reserved capacity attributes on the right:

* Base volume: not secure-capable - Reserved capacity: not secure-capable, FDE
secure-capable or secure-enabled, FIPS secure-capable or secure-enabled.

* Base volume: FDE secure-capable but not enabled - Reserved capacity: FDE secure-
capable or secure-enabled, FIPS secure-capable or secure-enabled.

* Base volume: FDE secure-enabled - Reserved capacity: FDE or FIPS secure-enabled.

* Base volume: FIPS secure-capable but not enabled - Reserved capacity: FIPS
secure-capable or secure-enabled.

* Base volume: FIPS secure-enabled - Reserved capacity: FIPS secure-enabled.

Reserved capacity data The reserved capacity data assurance attribute must match the base volume.
assurance

Allowable base volume e Astandard volume or thin volume can be selected as a base volume for Snapshot
candidates images.

* ASnapshot group cannot be created with a Snapshot volume as its base volume.

Snapshot volumes with ¢ Synchronous mirroring - a Snapshot volume cannot be used as either a primary or
other features secondary volume.

* Asynchronous mirroring - a Snapshot volume cannot be used as either a primary or
secondary volume.

* Volume copy (offline) - a Snapshot volume can be a source but not a target.
* Volume copy (online) - a Snapshot volume cannot be either a source or a target.

* Thin provisioning - a Snapshot volume can be created from a Snapshot image of a
thin volume.

* Dynamic Volume Expansion (DVE) - This feature is not supported for Snapshot vol-
umes.
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2. Limits and Restrictions
Snapshot Functional Requirements and Restrictions

Attribute Requirements and Restrictions

Rollback operations * Rollback on Snapshot volumes is not supported.
* Only one rollback is allowed at a time per base volume.
* A Snapshot image being used for a rollback cannot be deleted.

* New Snapshot images cannot be created for a base volume during a rollback on that
volume.

A rollback cannot be started if the base volume is undergoing Dynamic Capacity
Expansion, Dynamic Volume Expansion, Dynamic RAID Migration, or Dynamic Seg-
ment Sizing. None of these operations can be started if a rollback is in progress on
that base volume.

Volume copy (offline) - a rollback cannot be started if the base volume has an
offline Volume copy relationship. An offline volume copy cannot be created involving
a base volume undergoing a rollback.

Volume copy (online) - a rollback can be started on a base volume involved in an
online volume copy. However, an online volume copy cannot be started on a base
volume with a rollback in progress.

Asynchronous or synchronous mirroring - a rollback cannot be started on a base vol-
ume acting as a secondary volume; however, a rollback can be started on a base vol-
ume acting as primary.

Controller ownership The controller that owns a base volume will also own all Snapshot groups, Snapshot
images, reserved capacity, and Snapshot volumes associated with that base volume.
Ownership change of any one of these elements will cause ownership change of all the
others.

Deletion * Deletion of a base volume causes all Snapshot elements associated to also be
deleted. The reserved capacity (repository) for any Snapshot group or Snapshot vol-
ume associated with the base volume is deleted as an entity. But the volumes that
were used as part of the reserved capacity are retained as unused, unmapped vol-
umes. They can be re-used later as reserved capacity.

* Avolume group or disk pool containing reserved capacity volumes cannot be deleted
until after the associated Snapshot images or Snapshot volumes have been deleted.
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3. Snapshot Image Operational Model

Snapshot Groups and Images

Immediately after a SANtricity Snapshot image is created, its content is identical to the base volume. In Figure 1,
the left side of the image shows the physical layout while the right side of the image shows the logical view of
the Snapshot group. When the Snapshot group is created, reserved capacity is allocated, but it contains only
metadata and no user data until writes occur to the base volume. The Snapshot image is not viewable or writable
from the host.

Figure 1 Snapshot image immediately after creation

d i

Base Volume

Snapshot Image

Snapshot Group
~~_Reserved Capacity |

Snapshot Group

L, Physical ' Logical J

In the example shown in Figure 2, the first two blocks (with content A and B) of the base volume are overwritten
by T and U. Because this is the first write to the base volume after creation of the Snapshot image, the controller
will perform a copy-on-write operation to preserve the Snapshot image. Blocks with content A and B have been
copied from the base volume to the Snapshot group reserved capacity, and blocks with content T and U have
been written to the base volume. The logical Snapshot image has not changed.

Figure 2 Write to base volume causing copy-on-write operation
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3.

Snapshot Image Operational Model
Snapshot Groups and Images

In the example shown in Figure 3, the host overwrites the content U with content V. In this case, there is no copy-
on-write to preserve the Snapshot image because the original content B is already in the reserved capacity. Con-
tent V simply overwrites content U in the base volume.

Figure 3 Write to base volume with no copy-on-write
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At this point, if the administrator manually or by schedule creates another Snapshot image, the base volume
does not change, but there is a second Snapshot image in the Snapshot group that matches the current content
of the base volume as shown in Figure 4. The reserved capacity doesn't receive any user data at this point but
does maintain metadata for the time-sequencing of the two images. Snapshot image 2 in this group will always

be after Snapshot image 1, even if the controller clock has changed so that the time of Snapshot 2 appears earlier
than Snapshot 1.

Figure 4  Subsequent Snapshot image immediately after creation
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3. Snapshot Image Operational Model
Snapshot Groups and Images

If the host now writes content W and X to the blocks on the base volume currently containing V and C, this write
will trigger a copy of V and C to the reserved capacity and a write of W and X to the base volume, as shown in Fig-
ure 5.

Figure 5  Subsequent write causing copy-on-write
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Deleting a Snapshot Image

It is possible to delete Snapshot images, but it must be done in strict order, starting with the oldest in the Snap-
shot group. In the example in Figure 6, that would be Snapshot Image 1. Space is freed within the reserved
capacity by deleting the oldest Snapshot image. Any Snapshot volume associated with a Snapshot image being
deleted will be disabled.

Figure 6  Snapshot image deletion
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3. Snapshot Image Operational Model
Snapshot Groups and Images

Deleting a Snapshot Group

When a Snapshot group is deleted, all Snapshot images in the group are also deleted. The reserved capacity is
deleted, and the administrator can delete the members that comprise it or retain them as unused volumes. If
they are retained, they can be used for future reserved capacity requirements. Any Snapshot volume associated
with a Snapshot image being deleted will be disabled.

Snapshot Image Auto-Deletion

The maximum number of Snapshot images in a Snapshot group is 32. However, the administrator can designate
a maximum number of Snapshot images, after which the oldest image is deleted before creating a new Snapshot
image. Setting the maximum number to 0 disables the auto-deletion.
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3. Snapshot Image Operational Model
Snapshot Group Reserved Capacity (Repository)

Snapshot Group Reserved Capacity (Repository)

The reserved capacity stores metadata related to copy-on-write operations and user data copied during these
operations. The metadata requires at most 0.02% of the base volume capacity for each Snapshot image in the
group. The Snapshot feature also reserves a small amount of space for rollback processing, 0.02% of base volume
capacity. When choosing a size for the reserved capacity, the administrator needs to take these metadata needs
into account. The administrator must also estimate how much of the base volume will change while there are
Snapshot images in the Snapshot group. The default is 40% of base volume capacity, and the minimum allowed
capacity is 32MiB plus 0.02% of the base volume for rollback processing.

Alert on Percentage of Reserved Capacity Full

When creating a Snapshot group, the administrator can set up an alert to be notified when the reserved capacity
reaches a certain percentage of being full. The default is 75%.

Policy for Behavior When Reserved Capacity Is Full

The administrator can also direct the controller on what to do when the reserved capacity is full and a write
request to the base volume arrives. The administrator can select to either purge Snapshot images starting with
the oldest or reject incoming write requests. When images are purged, the storage system will raise a Needs
Attention condition, and the administrator must delete the purged images to clear the condition.
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3. Snapshot Image Operational Model
Snapshot Volumes

Snapshot Volumes

As noted earlier, a read-only or read/write volume can be created from a Snapshot image and assigned to a host.
Figure 7 illustrates a Snapshot volume with its reserved capacity. The Snapshot volume reserved capacity is dis-
tinct from the reserved capacity for the Snapshot group. The reserved capacity is required only if the Snapshot vol-
ume is writable. A read-only Snapshot volume can be converted to read/write; reserved capacity is created as part
of the conversion.

Figure 7 Snapshot volume created from a Snapshot image
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Using the example in Eigure 7, if the host writes content L to the Snapshot volume that currently has content H,
the new content will be physically written to the Snapshot volume reserved capacity. The new physical and logical
states are shown in Figure 8. The base volume, Snapshot group reserved capacity, and the Snapshot image are
unchanged. A read of the eight blocks shown in the Snapshot volume would return data from three physical
sources: A and B from the Snapshot group reserved capacity, C, D, E, F, and G from the base volume, and L from
the Snapshot volume reserved capacity.
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3. Snapshot Image Operational Model
Snapshot Volumes

Figure 8  Snapshot volume after write from host

-

.
Base Volume .

I
oo I

v

i

'

v

eoeo :
]

Snapshot Group
~~Rese rved Ca pacity |

! Snapshot Group

Snapshot Image

napshot Volume
~_Reserved Capacity -

b Physical Logical 4

Deleting a Snapshot Volume

Deleting a Snapshot volume causes the reserved capacity and any host assignments to be also deleted. The
administrator has the option of deleting the underlying reserved capacity volumes or keeping them for later use
as reserved capacity.

Disabling and Recreating a Snapshot Volume

The administrator might want to disable a Snapshot volume and re-create it on another Snapshot image. The
Snapshot feature provides a convenient way to accomplish this task. Disabling a Snapshot results in the follow-

ing:

* Any further reads or writes from the host will be rejected.

* [t will be no longer associated with its Snapshot image but will still be associated with the base volume.

* Any host assignments will remain.

e The reserved capacity will be retained.
The Snapshot volume can be re-created on any Snapshot image in any Snapshot group associated with the same
base volume, resulting in the following:

e The logical content of the Snapshot volume will be identical to the Snapshot image chosen.

e The reserved capacity is reused.
e The Snapshot volume will resume performing 1/0 operations from the host.
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3. Snapshot Image Operational Model
Snapshot Volume Reserved Capacity

Snapshot Volume Reserved Capacity

This reserved capacity requires space for indexing metadata and all data written to the Snapshot volume. The
minimum is 32MiB; the administrator should plan on this minimum, plus anticipated space needed for writes to
the Snapshot volume. All writes to the Snapshot volume go to the reserved capacity. The default is 40% of the
base volume capacity.

If the reserved capacity becomes full, the storage system raises a Needs Attention condition and further host
writes are rejected. The administrator can set an alert for when the reserved capacity reaches a certain threshold;
the default is 75%. SANtricity management software also provides a means to monitor the reserved capacity by
showing how much is available for use by host writes.
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3. Snapshot Image Operational Model
Consistency Groups

Consistency Groups

A consistency group has two or more member volumes each with a dedicated Snapshot group and corresponding
reserved capacity to hold the Snapshot images associated with the consistency group. Snapshot images are cre-
ated all at once, either manually or via a schedule. Every time a point-in-time set of Snapshot images is taken on
a consistency group, each Snapshot image contains the same timestamp and sequence number to distinguish
one set of Snapshot images from all others.

At the time of consistency group creation, the administrator selects member volumes and creates the reserved
capacity. More member volumes can be added later. The following attributes are managed at the consistency
group level rather than at the individual Snapshot group level:

* Action taken when any reserved capacity is full (purge Snapshot images or reject writes)
* Snapshot image auto-deletion

* Percentage full for alert on reserved capacity

* Schedule

* Rollback priority

Consistency Group Snapshot Volumes

Snapshot volumes for each consistency group member volume can be created for a given set of Snapshot images.
SANTtricity System Manager creates Snapshot volumes for every consistency group volume all at once. As with
other Snapshot volumes, consistency group Snapshot volumes each have reserved capacity to hold index meta-
data and write data from the host. Member Snapshot volumes can be deleted, which results in the associated
reserved capacity also being deleted with the option to retain or delete the underlying volumes that make up the
reserved capacity.

Member Snapshot volumes can be disabled and re-created much as described above for reqular Snapshot vol-
umes, but this action happens for all member Snapshot volumes at once.

Deleting a Consistency Group

When a consistency group is deleted, all its associated Snapshot groups, Snapshot images, and Snapshot vol-
umes are also deleted. Reserved capacity for the Snapshot groups and Snapshot volumes is deleted, and the user
can retain the underlying volumes or delete them.

Removing a Member Volume from a Consistency Group

When a member volume is removed, its Snapshot group and reserved capacity are deleted. The administrator has
the option of retaining or deleting the underlying volumes in the reserved capacity.

Deleting a Consistency Group Snapshot Image

When a Snapshot image in a consistency group is deleted, all Snapshot images within the consistency group with
the same timestamp and sequence number are deleted at once. Any Snapshot volumes that exist on that set of
Snapshot images are disabled.
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Rollback Operations

One of the most important aspects of the Snapshot feature is that it lets the administrator roll back a volume or
set of volumes to a previous state if an error condition occurs, whether because of a system failure or user error.
The administrator can select a Snapshot image with the desired timestamp for the rollback and can set the prior-
ity of the rollback. If the Snapshot image is part of a consistency group, the administrator can select all or some of
the associated base volumes to participate in the rollback.

A rollback causes the base volume or selected consistency group member volumes to revert to the point in time
selected. The base volume (or member volumes) will be immediately accessible for read/write operations at the
rolled back state, even though the internally generated data transfers from reserved capacity back to the base
volume will occur in the background.

It is good practice to create a Snapshot image just before starting a rollback to provide a recovery point in the
event the rollback fails or is canceled by the administrator. In effect, performing a rollback to this Snapshot image
amounts to an undo of the rollback operation. After the undo rollback is started, any writes to the base volume
that occurred between the Snapshot image and the start of the undo rollback will be lost. As an example, see the
following:

Procedure » » »

1 At 4:00, the administrator discovers a problem and wants to revert to the 3:00 Snapshot image.
2 The administrator creates a Snapshot image.

3 The administrator starts a rollback to 3:00.
A

After the rollback completes, the administrator decides to undo it, and initiates a rollback to
4:00.

5 After the undo rollback completes, the base volume is at the state it was when the Snapshot

image in Step 2 was created. All writes to the base volume between Step 2 and the start of the
rollback in Step 4 are lost.

4 <44«

Preservation of Snapshot Images During Rollback

The Snapshot feature attempts to preserve all Snapshot images in all Snapshot groups associated with the base
volume throughout the rollback process. Success in saving all these images depends on adequate reserved capac-
ity during the rollback. The management GUIs (SANtricity System Manager) estimate the required reserved
capacity for the rollback and will not start the rollback unless there is enough space. Of course, this estimate can-
not consider any events (during the rollback) that might cause the reserved capacity space to be inadequate,
such as host writes to the base volume. If such an event occurs, either Snapshot images will be purged or write

requests to the base will be rejected, depending on the policy set by the administrator when the Snapshot group
was created.

One exception is with other Snapshot groups in the same base volume. A rollback causes internally generated
copy-on-write operations. If these operations cause a reserved capacity full condition on a Snapshot group other
than the one being used for the rollback, the Snapshot feature will purge Snapshot images on that group regard-
less of the policy set for that group. Host-initiated writes will honor the policy.
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Canceling a Rollback

A rollback in progress can be canceled by the administrator after it has been started; however, this cancellation
will leave the base volume in an unknown state. One way to recover from this condition is to do a rollback to a

valid Snapshot image. The management GUIs provide warnings so that the administrator is aware of the implica-
tions of canceling a rollback.
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Interactions Between the Snapshot and Mirroring Features

Under certain circumstances, the Snapshot feature has slightly different operational characteristics when being
used with asynchronous or synchronous mirroring. A discussion of these differences follows.

Snapshot Images and Asynchronous Mirroring

It is important to keep several aspects of asynchronous mirroring in mind when considering using the Snapshot
feature with mirror consistency groups. (Mirror consistency groups are not the same as Snapshot consistency
groups, also known as asynchronous mirroring groups.) First, because of potential role reversals for disaster
recovery, any volume in a mirror consistency group can be either in a primary or secondary role at a given time.
Second, the operation of asynchronous mirroring is such that changes on the primary member volumes of the
group are written to the secondary member volumes periodically according to the synchronization interval set by
the administrator. While the secondary is being updated, it does not contain a valid image of the primary at any
synchronization point.

The following is a summary of how the Snapshot feature behaves differently when a base volume is a member of
an asynchronous mirroring mirror consistency group:

* The policy for Snapshot group reserved capacity full will be auto-delete of Snapshot images. If a Snapshot base
volume is added to a mirror consistency group, this policy is changed if the Snapshot group is set to fail base
volume writes.

e The auto-deletion on maximum number of Snapshot images in a Snapshot group must be greater than zero. If
a base volume is added to a mirror consistency group and has a value of 0, it will be set to the maximum of 32.

e |f the base volume is acting in a primary role in asynchronous mirroring, both manual and scheduled Snap-
shot images are processed normally.

e If the base volume is acting in a secondary role, any requested Snapshot images will be created only between
resynchronizations, such as all members of the mirror consistency group contain a valid image. If a Snapshot
image is requested either manually or by schedule during a resynchronization, the Snapshot image will be in
a pending state until the resynchronization is complete.

Snapshot Consistency Group Interaction with Asynchronous Mirroring

Snapshot consistency groups operate similarly to single base volume Snapshot groups with a few slight differ-
ences:

* When a member of a Snapshot consistency group is a member of a mirror consistency group, any other mem-
ber of the Snapshot consistency group can be a member of the same mirror consistency group but cannot be
members of any other mirror consistency group.

* Policies for reserved capacity full and auto-deletion are the same as above but apply to all members of the
Snapshot consistency group.

* If any member of the Snapshot consistency group is a member of a mirror consistency group and acting in a
secondary role, the same behavior as above regarding pending status during resynchronizations applies.
However, it applies to the entire Snapshot consistency group. The point-in-time set of images for the Snapshot
consistency group must wait until the resynchronization is complete.
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Rollback Interaction with Asynchronous Mirroring

There are a few important interactions between Snapshot rollbacks and asynchronous mirroring.

* Arollback cannot be started on a base volume acting in a secondary asynchronous mirroring role.

e When a rollback is started on a base volume acting as a primary volume in asynchronous mirroring, the asyn-

chronous mirror consistency group (also known as the asynchronous mirroring group) will be placed in a sus-
pended state. If a resynchronization is in progress, it is canceled.

Any writes to the base volume during the rollback will be preserved for the asynchronous mirror group, so that
after the rollback completes, resynchronizations to the secondary can resume without loss of the updates.

e During a rollback of a primary volume, an asynchronous mirroring role reversal is not allowed.

* During a rollback of a Snapshot base volume, it cannot be added to or removed from an asynchronous mirror-
ing consistency group.

Rollback Interaction with Synchronous Mirroring

Interactions between rollback and synchronous mirroring are similar to, but not exactly the same as, interactions
with asynchronous mirroring.
* Arollback cannot be started on a base volume acting in a secondary role with synchronous mirroring.

e If a rollback is started on a base volume acting in a primary role, the synchronous mirroring operation will be
suspended. As a result, the primary and secondary will no longer be synchronized. Writes can continue to the
primary, with the synchronous mirroring feature tracking all updates.

* After the rollback on a base volume in a primary role is complete, the administrator must resume the mirror-
ing operation.

e If the rollback does not complete due to an error condition, the administrator might be able to restore the sec-
ondary to the primary to get the primary into the state it was before starting the rollback.
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Usage of the Snapshot Feature with Role-Based Access Control

If the ETERNUS AB/HB series storage system being used is security-protected by the role-based access control
(RBAC) feature, the administrator must have storage administrator privileges in order to create and modify Snap-
shot operations.
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Performance Considerations

Copy-on-write operations related to the SANtricity Snapshot feature cause a performance impact to read/write
operations on the base volume. After a Snapshot image is created, the first time a write is performed to any given
area of the base volume, the controller will copy the original data from the base volume to the reserved capacity
of the Snapshot group containing the image. Then the requested write operation can proceed. Because of this
two-step process, the response time for the write operation will be longer than usual. It is important to keep in
mind that this performance penalty does not occur on any subsequent writes to the same area of the base vol-
ume.

As described earlier, a subsequent Snapshot image for the same Snapshot group will trigger copy-on- write oper-
ations for every first write once again so that this second image can be preserved. The result is a longer response
time for the write. For example, consider the following sequence:

(1) Snapshot image 1 is created.

(2) The host writes to area A of the base volume. A copy-on-write operation is performed.

(3) The host writes to area A again. No copy-on-write is needed.

(4) Snapshot image 2 is created.

(5) The host writes to area A for a third time. A copy-on-write is required to preserve Snapshot image 2.
(6) The host writes to area A for the fourth time. No copy-on-write is needed.

Thus, repeated Snapshot images, either done manually or through a schedule will cause more frequent copy-on-
write performance impact.

Because of the internal implementation, writable Snapshot volumes also require copy-on-write operations the
first time the host writes to a given area of the Snapshot volume. However, the repeated performance penalty
due to Snapshot schedules is not an issue, because a Snapshot volume is generally created once.

Finally, during a rollback, write performance on the base volume is affected both by new host writes and inter-
nally generated copy-on-write operations to support the rollback itself.
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through the Management GUI

The SANtricity Snapshot feature can be configured on the ETERNUS AB/HB series storage systems by means of a
management GUI, CLI, or Web Services REST API. This section covers using the graphical management interfaces
and SANtricity System Manager. SANtricity System Manager is the on-box GUI for currently shipping ETERNUS AB/
HB series products. The workflows differ slightly depending on which GUI is being used.

Units Convention

There are differences in units that are used in the management products for the ETERNUS AB/HB series; for clarity,
this section details those units. In this document, IEC binary units are used when referring to base 2 values, and
decimal units will be used for base 10 values. Following are examples of binary units:

e KiB - kibibyte, or 1024 bytes

* MiB - mebibyte, or 10247 bytes

* GiB - gibibyte, or 10243 bytes

* TiB - tebibyte, or 1024 bytes

* PiB - pebibyte, or 1024 bytes
The following are examples of decimal units:

KB - kilobyte, or 1000 bytes

* MB - megabyte, or 10002 bytes

* GB - gigabyte, or 10003 bytes

* TB - terabyte, or 1000* bytes

* PB - petabyte, or 1000° bytes

Caution

The CLI uses decimal unit labels for capacity, but the values are binary. SANtricity System Manager uses
binary labels for binary values.
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Manage Snapshot Groups, Images, and Schedules

Manage Snapshot Groups, Images, and Schedules

Create Snapshot Image in SANtricity System Manager

To create a Snapshot image in SANtricity System Manager, complete the following steps:

Procedure » » »

T  From the storage tiles view, select the Snapshots tile.

&
_

Sattings

Suppart

M Home Home | Starage
-
= swoage POOLS & VOLUME VOLUMES HOSTS PERFORMANCE
& Haware L]
7

"

1 Pool, 0 Volume Groups, 0 SSD
Cache

5 Volumes

SNAPSHOTS ASYNCHRONOUS

MIRRORING

R

e

0 Snapshot images 0,00 GiB Total Uinsynchronized Data

= .|

0 Hostz

SYNCHRONOUS
MIRRORING

’

2 Select the Snapshot Images tab and click Create Instant Snapshot Image.

M Home Home | Slorage | Snapshols
= .
= Stomag SNAPSHOTS x
& Hardware Lowrn Mare
£ Setiings Schedules Snapshet Images Snapshal Consislency Groups Snapshol Vollmes
2 suppert
Filtar [#]

m View Settings. Rollback -

€3 Create Instant Snapshot Image
o e e i o o o e e

Delete

29

SANtricity Snapshot Feature Overview and Deployment



5.

Configure the SANtricity Snapshot Feature through the Management GUI
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3 Select the volume to serve as the base volume for the Snapshot image.

Click Next.

Create Snapshot Image

Fille e

Create a snapshat image for...
MName

Volume1
Volume5
Volume3
Voluma2

Vaolume4

Total rowrs: 5 2

Iext >

Cancel

4 Read about Reserved Capacity and click Create to proceed.

Confirm Create Snapshot Image
Reserved Capacity Needed
reserved capacity.

What is reserved capacity?

Are you sure you went to continue?

*You are aftempting to create the first snapshot image for Volume Violume1. Doing so will require
reserved capacily. Any addiional snapshot images crealed for this volume will use the same

5 Select Reserved Capacity size and location.

The default size is 40% but can be changed up or down depending on the expected amount of change
expected to the base volume while the Snapshot image is needed. Regarding the location, if the base vol-
ume is on a volume group, the reserved capacity can be on a volume group or disk pool. If the base volume
is on a disk pool, the reserved capacity must be on that same pool. Click Next after making these selec-

tions.

Create Snapshot Image

| want to reserve capacity for snapshots that is... @
- 40 % [ 4

‘Why would | change this percentage?

Proposed Pool/
Reserved Capacity (GiB) Volume Group
800 Pool1

of the volume capacity (20.00 GiB) = 8.00 GiB

RAID Level

Pool
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6  Set the policy for number of Snapshot images to allow in the Snapshot group before being
auto-deleted.

Maximum is 32. Set the alert threshold for reserved capacity and what to do when the reserved capacity
gets full. Fujitsu recommends purging the oldest Snapshot image rather than rejecting writes to the base
volume. Click Finish to create the Snapshot image.

Create Snapshot Image b4

| want the following setiings to be applied
Snapshot image limit
[#] Enable automatic deletion of snapsheot imagas when... Q

- 3 < snapshols images have been created

Reserved capacity settings

Alart me when...

- 75 % | 4 of reserved capacity is full

Policy for full reserved capacity

= Purge oldest snapshot image {recommended)
Reject wites o base volume (keep snapshot images valid)

(o el

System Manager now shows a success message. Creating the Snapshot group is done behind the scenes
and does not require an extra step for the administrator. If automatic deletion is disabled and the maxi-
mum number of Snapshot images (32) is reached, System Manager will prompt to give the administrator
the option of creating a new Snapshot group.

-n- Home Hame | Slorage Snapshols
= sioage % =napshat image Wi the imestamp Dec 20, 2017 2:01:20 PM created. x
B Hardware Laan Born >
33 Sefiings Schedules Snapshet Images Snapshol Consislency Groups Snagshol Violumes
A suprort
Filtar [#]
Timestamp Status gf?”\l\ﬁn
Dec 20, 2017 204:20 PM  Optimal Vaume =
Tanws1 | [T D
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Delete a Snapshot Image in System Manager

To delete a Snapshot image in System Manager, complete the following steps:

Procedure » » »

1

2

From the Snapshot Images tab, select the image to be deleted and click Delete.

M Home Home | Slorage | Snapshols
-
= Sorage SMAPSHOTS x
B Hardware Learm More »
& setings Schedules Snapshot Images Snapshol Consistency Groups Snapshot \alumes
Support
R supo Fitta (7]
View Settings | Roliback ~
Timestamp Stadus ﬁ::cw:i‘
Dec 20, 201720129 P Optimal Volume1 =
Total rows: 1 m9
Type delete, and then click the Delete button to confirm.
Confirm Delete Snapshot Image b 4
Snapshot Image Will Mot Be Usable for Restoring Data
If you delele this snapehot image (Dec 20, 2017 2:01:29 PM), then you will no longer restore data
from this snapshol image to the associated Volume Volume using the rollback oparation.
Type DELETE to confirm Ehat you want o perform this operation.
deletd
System Manager now shows that the deletion was successful.
ﬂ Home Home | Siorage | Snapshols
= stomge @ Snapshot image(s) deletad. -
& Haroware Laamn More »
£ sellings Schedules Snapshot Images Snapshot Conststency Groups Snapshot Volumes
S 1
x i Filbes e
Roliback - Delete

&) Create Instant Snapshot Image

4 <4 <

32 SANtricity Snapshot Feature Overview and Deployment



5. Configure the SANtricity Snapshot Feature through the Management GUI

Manage Snapshot Groups, Images, and Schedules

Create a Snapshot Schedule in System Manager

To create a Snapshot schedule in System Manager, complete the following steps:

Procedure » » »

1  Select the Schedules tab inside the Snapshots tile. Click Create Snapshot Schedule.
M Home Home | Storage | Smapshots
S sone SMAPSHOTS x
& Haroware Laarn Mors »
L setings Schedules Snapshot Images Snapshot Consistency Groups Snapshot Violumes
A suppont s ©
m Edit  Activale/Suspent Dele
€ Create Snapshot Schedule

(Click Next.

Select the volume to serve as the base volume for the sequence of scheduled Snapshot images.

Create Snapshot Schedule

e

Create a snapshot schedule for..

Name

Volume1
Valumeas
Volume3
Volume2
Volumed

Total rows. 5

2

m Gl
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3 Click Show More Options and set the times for the desired Snapshot images. Click Next.

Create Snapshot Schedule

1 Create Schedule

| want snapshots for this volume to accur every....

Dayimaonth
® Dailyl Selact days
VWaekly
© Monthiy! Sun  Mon  Tue Wed Thu
Yearly v v v v v
Start time and interval
Sitart tme: Time zone
12:00 AM

(GMT-06:00) Central Time (US & Canada)

Snapshots per day

1 v 1 hour
[ Create snapshol image right now?

Start and end dates

Start date End date
Dec 20, 2017 =] D Dec 27, 2017
® Mo end date

X

Show fewer options

1+ Select all
Fri Sat
v v

Tima between snapshots

i

4 |fthere is not already a Snapshot group for this base volume, System Manager will now prompt
to create the reserved capacity for a new Snapshot group. Set the size and location as in creat-

ing a Snapshot image. Click Next.

Create Snapshot Schedule

| want to reserve capacity for snapshots that is... @

= | .40 %| +

Why would | change this percentage?

< Back

of the volume capacity (20.00 GiB) = 8.00 GIB

e
Proposad Pool!
Reserved Capacity (GiB) Volume Group RAID Level
8.00 Pool1 Pool

cos
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5 Enter the desired Snapshot group settings, as in creating a Snapshot image. Click Finish.

Create Snapshot Schedule x

1 co s 3 e s

| want the following settings fo be applied.

Snapshot image limit

[ Enable automatic deletion of snapshot images when.. @

=-| 2 <+  snapshots images have been created.

Reserved capacity sefttings

Alert me when.

- 75 % <  of reserved capacity is full

Policy for full resarvad capacity

* Purge oldest snapshol image (recommended)
* Rejact wirilas to base volume (keap snapshot images valid)

< Back Cancel

The Schedules tab now shows a success message along with the details of the schedule just created.

A tome Home | Storage | Snapshols
= somge & Snapshet schadule craated -
&R Hardware Learm More
& semege Sehedules Snapshot Images Snapshot Consistency Groups Snapshat Violumes
A supoon
Fi (2]

e state Frequency Star Date End Date Attributes
Voluma Voluma Active DaitgiWaekly Dec 20, 2017 Hone Starts 12:00 AM, & snapshot image(s) per day - Every Day
Totslrwz 1 | [T D
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Manage Snapshot Volumes

Create Snapshot Volume in System Manager

The administrator can create a read-only or a read/write Snapshot volume from a Snapshot image.

Procedure » » »

1  Select the Snapshot Volumes tab in the Snapshots view. Click Create Snapshot Volume.
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M Home Home | Storage | Snapshols
-
= Storage SNAPSHOTS x
) e Leam ore >
£+ settings ‘ Schedules Snapshot Images Snapshot Consistency Groups Snapshot Volumes
Suppart
R Filter (2]
m Convertto ReadWrite | Copy Volume || View/Edit Settings Uncommon Tasks -
© Create Snapshot Volume

2 Select the Snapshot image on which to create the Snapshot volume. Click Next.

Create Snapshot Volume b 4

Fiiter e

Create snapshot volume(s) for...

Snapshot Assoclated
Image At Object

Dec 21, 2017 6:32:29 AM Volume2

Total rows: 1

Next > Cancel
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3

A

5

Select a host to have access to the Snapshot volume or make this selection later. Choose
whether it will be read/write or read-only and click Next.

Create Snapshot Volumes

1 Assign to Host

Make my snapshot volume(s) visible to...

Assign later

Access mode @
® Readirite
) Read only

Note: Reserved capacity is not required for read only snapshot volumes.

Cancel Next >

If the access mode will be read/write, enter the desired reserved capacity settings and click

Next.

Create Snapshot Volumes

|'want to reserve capacity for snapshot volume that is... @

Why would | change this percentage?

Refresh Candidates | @

Proposed Pool!
Reserved Capacity (GiB) Volume Group
12.00 Pooll

< Back ‘

1 Assign fo Host 2 Reserve Capacity

- 40 % += of the volume capacity (30.00 GiB) = 12.00 GiB.

RAID Level

Pool

Name the Snapshot volume and select the reserved capacity alert threshold. Click Finish.

Create Snapshot Volumes

1 Assignio Host
1 want the following settings to be applied...

Snapshot volume settings

MNamz @

Snapshot_Val_2

Enable S50 Cache @

Feserved capacity settings

Alert me whan

- 75 % | 4  of resarved capacity is full

< Back

s
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System Manager now displays a success message, and the new Snapshot volume appears in the list.

'ﬁ Home Home | Storage | Snapshols
= sweage ® snapshot volume created -
& Hardwara Laam More »
24 satings Schedules Snapshol Images: Snapshol Consistency Groups Snapshot Volumes
2 support
Filter 2]
m Convert to Read\Arite Copy Volume ViewEdit Setings LIRCOMIMOon TASks «
Reported Associated Created from
e She Capacity (GiB) Base Volume Snapshot Image s
Snapshol_Wol_2 Oiplimal 0.19 Violume2: Dec 21, 2017 6:32:29 AM Raadhwrite
Tatal rows: 1 ba ]

4 <44«

Delete Snapshot Volume in System Manager

To delete a Snapshot volume in System Manager, complete the following steps:

Procedure » » »

1 On the Snapshot Volumes tab, select the volume to be deleted and select the Uncommon Tasks
button. Click Delete.

Home

Storage

Hardware

Sattings

% & P 0 »

Support

Home | Storage

SNAPSHOTS

Leam Mare *

Filtar

Name

Snapshel_Vol 2

Convert to Read/Write

Snapshots

Schedules | | Snapshol Images Snapshol Consistency Groups snapshot Volumes |

2]

Copy Volume

Wiew/Edi Settings Uincommon Tasks =

Agsociated Created from

status ranoC.
Capacity (GiB) Base Volume Snapshot Image

Optimal 018 Viokife2 Dec 21, 2017 6:32:29 AM

Totalrows:1 | D)
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2 Type delete to confirm and then click Delete to carry out the deletion.

Confirm Delete Snapshot Volume b 4

All Snapshet Volume Data Will Be Lost

Before you delete Snapshot Volume Snapshot_Vol_2, stop all WO and unmount any devices and file
systems on the snapshot volume.

Type DELETE to confirm that you want to perform this operation

delete

Delete Cancel

System Manager confirms the deletion and the Snapshot volume disappears from the list.

N Home Home | Storage | Snapshols
= Storage ) Snapshot voume deletad N
&5 Hardware Leam More »
£ Salfings Schedules Snapshol Images Snapshol Consistency Groups Snapshot Violumes
A Support
Fiter (2]

Convert to Read/\Write Copy Volume View/Edit Settings. Uncommon Tasks -

© Create Snapshot Volume

Disable Snapshot Volume in System Manager

When a Snapshot volume is disabled, it is disconnected from its Snapshot image and host I/0s are rejected, but
the volume retains its reserved capacity and connection to the base volume.

Procedure » » »

1 Onthe Snapshot Volumes tab, select the volume to be disabled and select the Uncommon
Tasks button. Click Disable.

ﬁ Home Home | Storage | Snapshots
=
= Storage SNAPSHOTS x
&= Hardware Leam Mare *
13 settings Schedules Snapshol Images Snapshol Consistency Groups Snapshot Volumes
R support
Filter 9

Convert o ReadWite Copy Volume Wiew/Edi Seftings

Uncommon Tasks =

Reported Agsociated Created from
Name Status Capacity (GiB) Base Volume Snapshot Image iy
ete
Snapshel_Val_2 Oplimal 01g Wohirme2 Dac 21, 2017 6:32:29 AM -
Total rows: 1 ]
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2 Type disable to confirm, and then click Disable.

Gonfirm Disable Snapshot Volume x

If you dizabla Snapshot Volume Snapshol_Viol_2, then the snapshot voluma will:
+ Remain associated with iis base volume (Volume2),
+ Retain ils Weeld-Wide Name (WWN)
« Ratain s associabad resenved capacity (if readhurite).
+ Retain any hest mapping and access (though, amy readhwrite requests will fal.
+ Lose association with s snapshot image {Dec 24, 2017 6:32:20 AM).

Wiy would | dissble & snapshot valume?

Note: Only desabie a snapshat volume if you infend 1o recreate It at & later time. When you decide to
recreate the disabled snapshol volume, you must Jo so Trem a8 snapshol image Mal was created
Trom the same associated base volume

1Fyeu do not infend 1o recreabe the snapshal valume and you no longer need iL. then you shauld
delats the snapshet volume, instead.

Type ISABLE 1o confirm thal you vwant 1o perform is operation
disable

Disabie Cancel

System Manager now shows a success message. The Snapshot volume still appears in the list, with the Dis-
abled state.

N ome Home | Storage | Smapshols
= Storage & Snapshot volume disabled, ®
&= Hardvars Leam Wore>
£ satting ‘ Schedules Snapshol Images Snapshol Consistency Groups Snapshot Volumes
R support
Filter e
m Convert 1o Read/Write CI ViewrEdit Settings LINCOmimo:
Reported Associated Created from
Name Status Capacity (GiB)  Base Volume Snapshot Image Mode
Snapshot_Vol_2 Disakied 0.00 Volumez WA Readiwrite =
Totalrows: 1 | ‘D)
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Re-create Snapshot Volume in System Manager

It is possible to re-create a disabled Snapshot volume on any Snapshot image in the Snapshot group. Re-creation
results in the Snapshot volume content being initially identical to the Snapshot image selected during the re-cre-
ation.

Procedure » » »

1 On the Snapshot Volumes tab, select the disabled Snapshot volume and Uncommon Tasks and
click Recreate.

M Home Homa | Slorage | Snapshols
-
= Storage SNAPSHOTS x
& Hardware Leam More »
£ setings Schedules Snapshot Images Snapshot Consistency Groups Snapshot Volumes
R Support
Fitfer (]
m Conver to Read/Write ViewEdil Sellings Uncommon Tasks -
Ricreale
Reporied Associated Created from
Nama Status Capacity (GIB) Base Volume Snapshot Image
Delete
Snapshol_Vol 2 Disabled 0.00 Volume2 NA -
Tatal rows: 1 L3

2 Select the Snapshot image to associate with the Snapshot volume and click Recreate.

Recreate Snapshot Volume x

Recreate Snapshot Volume Snapshot_Val_2 using...

® AN extsting srapshot Image created from Volume Violumez

Timestamp » Status
Dec 21, 2017 6:32:29 AM Oplimal
Dec 21, 2017 8:07:43 AM Cptimal
Dec 21, 2017 8.07.56 AM Ciptimal

Anew (instant) snapshot Image of Volume Vidume2

Recreate Cancel

The Snapshot Volume is now recreated and is shown as Optimal in the list.

A Homs Home | Slorage | Snapshols
= storage @ Snapshot volume recrealsd. *
i Hardware Leam hiore »
£ setings Schedules Snapshot Images Snapshol Consislency Groups Snapshot Volumes
R support
Fiter (7]
m Convert 10 ReadWrite m View/Edit Seftings Uncommaon Tasks -
Reported Associated Created from
Hame Status Capacity (GIE) Base Volums Snapshot Image Made
Snapshot_Vol_2 Optimal 019 Volume2 Dec21, 2017 B0T56AM  Readiwrits e
Total rows: 1 | =

4 <44«
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Manage Snapshot Consistency Groups

Create a Consistency Group in System Manager

To create a consistency group in System Manager, complete the following steps:

Procedure » » »

1 On the Snapshots page, select the Snapshot Consistency Groups tab and click Create Snapshot
Consistency Group.

A Home Home | Storage | Snapshols
==
= Soreoe SNAPSHOTS ”
&B Hardware Leam Mare >
B setings Schedules apshot Images | Snapshot Consistency Groups | | Snapshol Volumes
R sugort
Filter e

Create - Add Members View/Edit Settings Uncomman Tasks -

© Create Snapshot Consistency Group

2 Select the volumes to be members of the Consistency Group and click Next.

Create Snapshot Consistency Group x

| want the snapshot consisiency group to contadn the following volumes as members...

Wiy would | create a snapshot consistency group?

Filter [7]
Eligibie volumes @
Reported Pool/
Neme Capacity (GIB) Volume Group
Volume1 2000 Pl
¢ Volumes 60.00 Poall
@ Volumed 40.00 Poall
Volume2 30,00 Poall
*  Volumed 50,00 Poali

Selected rows: 3075

el -
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3 Select the reserved capacity percentage for the consistency group. This value will be used for all
member volumes. Each individual percentage can be changed by clicking on Change Candi-

date. Click Next when the value has been set.

Create Snapshot Consistency Group x

| weant 1o reserve capacily for enapshot ConSiSiency group snapshot images that is... @

- a0 % | 4 ofeach member volume's capachy.

‘Why would | change this percentage?

Refresh Candidates @

Reserved Associated Pool! 5
Capacity (GIB) Member Volume = Volume Group RAID Level Edit
16.00 Volume3 Poalt Poot Change canddate E
20,00 Volumed Poall Pool Change canddate
24.00 Vidurnes Poalt Pool Change canddate -
Wiy 30 1 need resenved capacity Tor every member valume?
<Back Cancel Mext >

4 Enter the name for the consistency group, select the automatic deletion policy, set the reserved
capacity alert threshold, and select the reserved capacity full policy. Note that these settings
are on the whole consistency group basis, not on individual members. Click Finish.

Create Snapshot Consistency Group x

1 AddMembers

1want to reserve capacity for snapshot consisiency group snapshot images that Is... @

- a0 % | 4 | ofeach member volime's capaciy

Why would | change this percentage?

Refresh Candidates @0

Reserved Associated i .
Capacity (GIB) Member Volume « Volume Group RAID Lavel Edit
16.00 Valumed Faalt Pool Change canddats i
20,00 Volumed Fooll Pool Change candidate
24.00 Volurnes Foall Fool Change candidate -
‘Why do | need reserved capacity for every member valume?
< Back Cancel Mext >

System Manager now confirms that the consistency group has been created.

A Home

= sioeage
@ Hardware
£ Satlings

R support

Home | Slorage | Snapshots

% Snapshot consistency group has been crealed.  Create B snapshol schedul for Mis group *

Leam Mare »

Schedules || Snapshol Images

Snapshot Consistency Groups | Snapshol Volumes

Filter (7]

m Add Members | ViewEdit Settings
T

Uncommon Tasks -

@ Create Snapshot Consistency Group
1 '
L et e B s e - e

e e e o e O |
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Creating a Snapshot image on the consistency group is accomplished in the same way as a single Snapshot

image. But afterward, System Manager shows Snapshot images for all member volumes with exactly the
same timestamp.

M Home Home | Slorage | Snapshots
F— .
= Sionge SNAPSHOTS x
&R Hardware Laam More >
2 Setlings Schedules Snapshot Images Snapehol Consislency Groups Snapshol Volumes
2R support
Filtar (7]
m View Setings Roliback - Dielete
I 1 Associated Assockated Snapshot Associated
| Vemwestamp - Status Base Volume Consistency Group ‘Snapshot Volumes
Dec 21, 2017 322 AW Opfimal Voluma2 Nona Nane
Dec 21, 2017 B07:43 AWM Opimal Volume2 Mone Nane
Dec 21, 2017 80756 AWM Oplimal Voluma2 None Snapshot_Val_2
Dec 21, 2017 125603 FM  Opsimal Volumed CG_001 Nane
Dec 21, 2017 125603 FM  Oplimal Violumed CG_001 Kane
Dec 21, 2017 1256:03 FM  Opsmal Volumas CE_01 Nane
Torewze | 0 O

4 <4 <

Delete a Consistency Group Snapshot Image in System Manager

Procedure » » »

To delete a consistency group Snapshot image in System Manager, compete the following steps:

Select one of the Snapshot images in the consistency group and click Delete.

Home Home | Slorage | Snapshols
Slorage SNAPSHOTS x
Handware Leam More »

& sonngs Schedules | Snapshot Images . Snapshot Consistency Groups | Snapshol Volumes

[ support — °

Timestamp ~ staws 280 velume Consistency Grovp Shapsho volumes
Dec 21, 2017 6:3229 AM  Optimal Volume2 Nane Nona

Dec 21, 2017 L0743 AM  Optimal Volume2 Mang MNeone

Dec21, 2017 £:07:56 AM  Optimal Volumea2 Mane Snapshot_Vol_2
Dec 21, 2017 1256:01 FM Optimal Volumed CG_001 Mone

Dec 21, 2017 1256:03 P Optimal Valumed CG_001 hone
Dec21, 2017 1256:03 FM  Opbmal Volumes CE_00m Hona
Torlal roves: & m oD
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Manage Snapshot Consistency Groups

2 Select the member volume Snapshot images to delete. Fujitsu recommends deleting all at
once. Type delete and click Delete.

Confirm Delete Snapshot Image 4
Snapshot Image Will Not Be Usable for Restoring Data and Snapshat Volume(s)
Affected

If you delete this srapshol image (Dec 21, 2017 12:56:03 PM), then al associated snapshol
velumes will be disabled. Also, you will nof be able bo restore data from this snapshet image to the
eaznciated Vilume Volumes using the rallback opereton

What is fhe disabled state?

Note: Becausa tis snapshot image was craated from a snapshot consistency group, fers are
additional snapshot images at Dec 21, 2017 12:56:03 PM for each snapshot consistency group
member volume. 1 is recommended Bhal you delele these snapshol images, as vl

Salact tne member voluma snapshot images you want o deleta..

2 Smapshot Associated
Image For Snapshot Violums

#  Volmed Mong

= olumed None

< Wolumes Mong

Salected rows: 3of3
Type DELETE 1o confiem that yiu want i perfoim this aperation

delete

o

System Manager confirms the deletion, and all the images are removed from the list.

A Home Home | Slorage | Snapsnols
= oirage @ Snapshol image(s) dekied x
S Hardwae Lowm Mory +
L+ Sebings Schedules Snapshot Images Snapshot Consistency Groups Snapshol Volumes
A supoor

Fiftar e

m View Seftings | Rollback - Delete

Associated Assockated

Timestamp = Status: Base Volume Snapshot Volumes

Dec 21, 2017 6:32:20 AM  Optimal Volkyme2 Mona

Dec 21, 2017 BOT:43 AM Optimal Volume? Hona

Dec 21, 2017 8:07:56 AW Optimal Volhime Snapshotl_vol_2

Torows3 | ] D

4 <44«
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Remove a Member Volume from the Consistency Group in System Manager

To remove a member volume from the consistency group in System Manager, complete the following steps:
Procedure » » »
1

From the Snapshot Consistency Groups tab, select the members to be removed. Click Remove.

M Hame Hame | Storage | Snapshots
= .
= Swrage SNAPSHOTS x
& Haoware Leam hore »
¥ setings Schedules Snapshot Images Snapshot Consistency Groups Snapshot Volumes
2 support
Filt= 2]

Add Members | ViewEdil Settings

Uncommon Tasks -
Total .
Hame Mermiber Volumes Edit
3 B -
Member Snapshot Snapshot
Volume Namea L Images Violumes
Volume3 Oplimal 0 o i
Volumes Ciplimal (i} 1]
Volumed Oplimal o o

Total rows: 3 = |

Totsirows1 | [T 0D

2 Read the warnings, then type remove to confirm, then click Remove.

Confirm Remove Member Volume b 4

All Associaled Snapshot Images and Snapshot Volumes Will Be Deleted

If you remaove Member Volume Violume5, then all snapshot volumes and snapshot images
associated with the member volume will be deleted. The member volume will NOT be deleted.

Associated snapshot image(s): 0
Associated snapshot volume{s): 0
Typa REMOVE to confirm that you want to perform this operation.

remove
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System Manager confirms the removal and shows the remaining members in the list.

M Home Home | Storage | Snapshols

= Stomge & Member volume removad

& Hardware Loarn Mora >

Consi Groups Snapshol Volumes

£ settings Schedules Images

stwn e

Filter

Uncomimon Tasks -

Add Members | ViewEdil Sellings
Total Edit

— Membes Volumes.

= CcG_o01 2

Remaove

Mambar Siatus Snapshot Snapshot
Volume Mame § Images Volumes
Volumed Optimal o o
Violumed Optimal o o

Total sz 2 | D)

Todal rows: 1 oD

4 <44«

Delete a Consistency Group in System Manager

To delete a consistency group in System Manager, complete the following steps:

Procedure » » »

1  From the Snapshot Consistency Groups tab, select the consistency group, click the Uncommon
Tasks button, and select Delete.

A Home Homa | Storage | Snapshots
=
= dtomge SMAPSHOTS x
& v Learm ore>
£ setlings Schedules Snapshot Images Snapshet y Groups Violumes
3 suppont
Filler (7]
Add Members. | ViewEd Sefings
Tatal
Hame Member Volumes Dalate
= cG oo 2 '
Remave
Member — Snapsho Snapshoi
Volume Name Images Wolumes.
Volumed Optinal o ] .
Volumad Optimal ] 0 -
Total rows: 2 1)
Total rows: 1 moD
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2

Read the warnings, type delete, and click Delete to carry out the operation.

Confirm Delete Snapshot Consistency Group x

All Associated Snapshot Images and Snapshot Volumes Will Be Deleted

If you delete Snapshot Consistency Group CG_001, then all snapshot volumes and snapshot
images associated with the snapshot consistency group member volumas will also be deleted. The
mamber volumes will NOT be deleied

Type DELETE to confirm that you want to perform this operation.
delete

Deljete Cancel
System Manager confirms the deletion.
ﬂ Homa Home [ Storage | Smapshols
= somge ) Snapsnot consistancy group has been delstad. x
Q Harware Laarn Mars »
£ setlings Schedules || Snapshot Images Il Snapshot y Groups Volumes
2 B Filter (7]

Add Mermbers View/Edit Seltings

Uncamman Tasks -
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Manage Rollbacks

Start a Rollback in System Manager

To start a rollback in System Manager, complete the following steps:

Procedure » » »
1

Select the Snapshot image to which the base volume will be rolled back. Click Rollback and

ﬂ Haome Home | Slorage | Snapshols
= oo
= =oge SNAPSHOTS x
(1 e Leam More »
& Setings Schedules Snapshot Images Snapshol Consistency Groups Snapshol Volumes
A supoort

F L2}

View Sattings | Rollback -

Start
Associated Assoclated

Timestamp - Statu Base Violume Snapshat Volumes

Dec 21, 2017 6:3229 AM Ol Volumez Nona

Dec 21, 2017 80743 AM  Optimal VolumeZ Nona

Dec 21, 2017 80756 AM  Optimal Violume2 Snapeshot_vel_2

Total rows: 3 [ 22

System Manager estimates the reserved capacity required for the rollback. If the assigned reserve capacity
is not large enough, it will prompt the user to increase the reserved capacity.

Cannot Start Rollback 4

fv\ A rollback operation cannot be performed for the selected snapshot image because there is
@\ﬁ/ not enough reserved capacity for Volume Violumes. You must increase the volume's
reserved capacity before vou can perform a rollback.
To increase the reserved capacity for the volume, selsct:

Increase Capadity »

After increasing the volume's reserved capacity, retry ihe Rollback operation.

Close

49 SANtricity Snapshot Feature Overview and Deployment



5. Configure the SANtricity Snapshot Feature through the Management GUI
Manage Rollbacks

2 When the rollback is started with enough reserved capacity, System Manager prompts the user
to confirm. Set the priority of the rollback, type rol1back to confirm, and click Rollback.

Confirm Start Rollback x

Volume Content Will Revert to An Earlier Point in Time

The rellback operation will restore Vielume Volume2 with the content saved on the snapshot image from Dec 21, 2017
2:07:43 AM. A= soon as the rollback operation starts, tha rolled-back volume will be immediately avallable for host
access (you do not need to wait for the rollback operation to complete).
Rollback Priority @

Medium (default)

Type ROLLBACK fo confirm that you want to perform this operation.

rollback

el o

System Manager confirms that the rollback has started.

Total rows: 3 m9D

A tome Home | Storage | Snapshots
= swmge @ Rolback staried.  Wiew in Oparstions in Progress > *
&= pavae Leam More »
% semngs Schedules Snapshot Images Snapshot Consistency Groups Snapshot Volumes
R supon
Filter (7]
Associated Associzted

TR T Base Volume snapshot Volumes

Dec 21, 2017 63229 AM Oplimal Vaikime? Mane

Dec 21, 2017 B:07:43 AM  Optimal - Feollback in progress~ Volume2 None

Dec 21, 2017 B07:56 AM  Oplimad Vakume? Srapshol_Vol_2

After the rollback is complete, all the Snapshot images are still listed and available.

Total rows: 3 m9

A tome Home | Storage | Snapshols
E =
= S SNAPSHOTS x
B panwee Leam More »
& semngs Schedules Snapshot Images Snapshot Consistency Groups Snapshot Volumes
R supon
Fier 7]
Viewr Settings Roliback - Delete
Associated Associated

Thmamtann Tiny Base Volume Snapshot Volumes

Dec 21, 2017 80743 AM Oplimad VolumeZ Nane

Dec 21, 2017 6:32:20 AM  Optimal Volume2 Hane

Dec 21, 2017 BOT56 AM Opimad VolumeZ Snapsnol_Vol_2

4 <44«
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Cancel a Rollback in System Manager

While a rollback is in progress, it can be canceled. Cancellation should be an extremely rare event, because the
base volume will be left in an undetermined state. One reason for canceling a rollback might be if the adminis-
trator inadvertently chose the wrong Snapshot image for the rollback and wants to roll back to an image with a
different timestamp.

Procedure » » »

1 From the Snapshot images tab, select the image with a rollback in progress, click Rollback, and
select Cancel.

M Home Home | Starage | Snapshols
= ciorage
= Same SNAPSHOTS x
o HarSrate Learn More »
L Sattings Schedules Snapshat Images Snapshol Consislency Gioups Snapshot Volumes
2 Suppon
Filbee [7]
Roltrack -
3 Associated Associated
Timestamp Statu Base Volume Snapshot Volumes
Cancel
Dac 21, 2017 80743 AM  OplifTiu, Voluma2 Hone
Dec 21, 2017 63229 AM  Oplimal Volume2 Hong
Dac 21, 2017 80756 AM  Optimal VolumaZ Snapshot_Vol_2
Diec 22, 2017 51708 AM  Optimal - Relback in progress Volumas: Hone
Tokal rows: 4 m9

2 Note the warning about the base volume being left in an unknown state and click Yes.

Confirm Cancel Rollback b4

Wolume Will Be in an Indeterminaie State

Canceling the rollback for Volume Volumes wil leave the woluma in an indslerminzle state with
potentizlly imvalid or inconsistent data.

Are you sure you want fo continue?

- I

System Manager now displays a message that the rollback has been canceled.

A rome Home | Siorage | Srapshots
= Siceage @ Rollback canosled %
&= Hardware Leam Mare *
L Seffings Schedules Snapshot Images Snapshel Consistency Groups Snapshot Viokames
R support
Filtar 7]
Assaciated Associated
Timestamp Status Base Volume snapshat Volumes
Dec 21, 2017 307:43 AWM Opimal Voluma2 MNone
Dec 21, 2017 53229 AM  Optimal Volume2 Hone
Doc 21, 2017 #0756 AWM Oplimal Voluma2 Snapshat_vol_2
Dec 22, 2017 5:17:08 A Opimal Volumes Hune
Total rows: 4 m9

4 <4 <
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6.

Conclusion

The SANtricity Snapshot feature provides a convenient and efficient way to accomplish several operations for an
IT administrator. You can create a single point-in-time image of a volume or multiple images on a schedule, and
volumes can be grouped into consistency groups enabling consistent Snapshot images across all members. The
Snapshot feature also delivers the ability to easily roll back to an earlier point in time if a failure occurs.

SANTtricity software creates Snapshot images using a copy-on-first-write methodology, thus minimizing perfor-
mance impact and the overhead of reserved capacity usage. A copy from the base to reserved capacity is required
only the first time an area of the base volume is updated by the host. Any subsequent writes to the same area do
not require the copy operation.

Snapshot images are quite versatile, with the ability to deliver substantial functionality. They can be used for pro-
tecting against failures or accidental deletions, testing a new version of software before going live, and for online
backup applications, along with many other applications.
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